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ABSTRACT 

A semi-autonomous power system control suite is 

presented. The so called Intelligent GridOperator (InGO) 

enables the supervision, monitoring and optimization of 

LV- and MV-networks in a distributed and autonomous 

way, while it further enhances operational awareness of 

DSO-dispatchers in the control room. InGO system 

utilizes a flexible direct data link to the control room that 

allows both systems, InGO as well as the control centre, 

to exchange topological data, measurements, schedules, 

forecasts etc. Thus, manual data management for the 

operation of decentral controllers is minimized. As InGO 

may operate in various operation modes (e.g. semi-

autonomous, fully-autonomous, assistive), dispatchers 

are enabled to set the decentral control system in the 

desired operation mode manually. The system 

architecture and exemplary use cases are presented. 

INTRODUCTION 

Due to the increasing utilization of volatile energy 

resources driven by the global trend of decarbonisation, 

the installed capacity of renewable energy sources (RES) 

is steadily increasing. In Germany, this trend has led to an 

unprecedented change of the generation mix within the 

last decade. The installed capacity of RES installations in 

Germany has roughly increased by a factor of 6 to more 

than 100 GW from 2003 to 2017, as it is depicted in 

Fig. 1. Moreover, it is expected, that the total installed 

RES capacity in 2030 will exceed 200 GW [1].  

Considering the maximal load of 85 GW and the minimal 

load of 35 GW in Germany, this trend imposes the need 

for drastic rethinking of today’s network planning 

processes and operational procedures as the volatile  
 

 
Figure 1: Development of Installed RES-Capacity in Germany 

from 2002 to 2017 and a projection to 2030 based on [1].  

character of RES requires sophisticated and coordinated 

system-wide tools enabling a secure, stable and reliable 

operation of Germany’s electricity supply even in the 

context of highly uncertain generation and power flows. 

From 2008 to 2017, German DSOs and TSOs have 

invested more than 43.5 bn € in technical assets for 

upgrading existing network infrastructure to handle 

aforementioned situation [2]. The annual costs for 

redispatch and feed-in management have already 

exceeded 1.4 bn € per year in 2017 (ascending trend) [3], 

see Figure 2.  

For reducing the need for asset investments and at least to 

leverage the costs for feed-in management and 

redispatch, Germanys’ regulation put the NOVA-

principle (grid optimization, enhancement and expansion)  

into force, what literally means that measures optimizing 

network operation have to be preferred to network 

extension and expansion measures. In 2017, more than 

610 Mio. € have been spent for feed-in-management in 

distribution grids. Thus, it can be concluded, that there is 

on the one hand a high demand for automation of manual 

network inventions, especially in MV- and LV-networks, 

as well as for reducing necessary security related 

measures on the other. This requires the observability of 

LV- and MV-networks and furthermore, the ability for 

self-coordinating grid management. While the fulfilment 

of oberservability requires appropriate investment 

decisions of DSOs, the latter can be seen as a required 

technical invention, where commercially available 

products are rare. As the high amount of data and 

computing power needed for a completely centralized 

SCADA and ADMS (advanced distribution management 

system) including all LV- and MV- networks will require 

upgrades of existing control centres,  

 

 
Figure 2: Expenses for System Security Measures in Germany 

(2017) - 1.448 bn € in total [2]. 
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there is a need for products allowing the distributed 

(automated) control of LV- and MV-networks for 

handling these massive data flows and computing 

complexity within adequate investment budgets. Besides 

this, it should be noted, that significantly more 

dispatchers, which are sparsely available in recent times, 

would be required to fulfil the rising need to handle 

frequently occurring grid interventions, in case that no 

automation would be applied.  

With respect to these developments, a semi-autonomous 

power system control suite is presented. The so called 

Intelligent Grid Operator (InGO) enables the supervision, 

monitoring and optimization of LV- and MV-networks in 

a distributed and autonomous way. The paper is 

structured as follows. First, the concept of semi-

autonomous power system control including a discussion 

of all elementary components and its system architecture 

is introduced. This is followed by a presentation of 

exemplary use cases derived from recent pilot-projects. 

Finally, possibilities of how operational awareness from a 

control centre perspective may be enhanced are proposed.  

SEMI-AUTONOMOUS POWER SYSTEM 

CONTROL OF MV- AND LV-NETWORKS 

A semi-autonomous control system can be interpreted as 

a distributed autonomous control system, which allows 

the automation of LV- and MV-distribution grids (even 

without communication link to the control room), while 

the supervisory monitoring and control of this system is 

embedded in centralized control room environment 

(SCADA/EMS/(A)DMS) providing full supervision, 

monitoring, access and control functionality to system 

dispatchers – on demand. As the distributed autonomous 

control system could operate in various operation modes 

(e.g. assistive, semi-autonomous and fully-autonomous), 

the dispatcher is enabled to parameterize the distributed 

control system for the desired operation mode manually. 

Moreover, diagnostic functions enabling the assessment 

of the proper functioning of the distributed controllers as 

well as advanced data management functionality are 

embedded in legacy control room environment. 

For the transition phase from today’s grid operation 

paradigms towards semi-autonomously controlled LV- 

and MV- distribution grids, InGO may be seen as key-

concept. On the one hand, InGO provides full supervision 

capabilities to dispatchers enabling the operation as a 

decision support tool while on the other hand, InGO 

could be applied to automate frequently occurring tasks, 

e.g. in-feed management, electric-vehicle charging or 

congestion management as well. 

It is foreseen, that in assistive operation mode, control 

measures determined by InGO-devices are displayed as 

proposals in the control room and provide intelligent 

assistance to dispatchers. Thus, a semi-autonomous 

control concept provides additional flexibility to power 

system dispatchers in terms of being able to either 

delegate frequently occurring control tasks to InGO or to 

use the capabilities of InGO as an assistive tool 

increasing operational awareness in combination with full 

access to SCADA monitoring and control capability of 

connected assets, prosumers and storage devices in LV- 

and MV-grids. 

Data Management 

The data management of autonomous grid control 

solutions is a challenging task, as for example, static grid 

data (e.g. circuit topology and parameters, generation and 

load data and any other relevant asset parameters), load 

and generation forecasts and schedules, planned outages 

etc. need to be transferred frequently to each device of the 

distributed control system. The proposed semi-

autonomous intelligent grid operation enables easy data 

updates relying on already established and proven data 

management processes in the centralized control room 

environment. The aforementioned data is frequently 

transferred and updated to the InGO-devices via a 

flexible interface linking the distributed InGO-devices 

and the centralized control room. 

System Architecture 

The hybrid cascaded intelligent grid operation system 

(InGO) consists of various decentralized modules that 

can be connected to each other and to higher-level 

systems. Selection and capabilities of the modules can be 

adapted to the individual needs of the customer. Its basic 

structure is depicted in Fig. 3. Here, a medium-voltage 

ring (controlled by InGOmv) with several low-voltage 

grids, some of which are also equipped with control 

technology (controlled by InGOlv). Further, flexible 

consumers such as industrial microgrids or depots for 

electric buses are also covered (InGOmg (microgrid)) and 

InGOev (electric vehicle)). Each module is able to 

control its own area of responsibility autonomously, but 

can also react to the requirements of the higher-level grid. 

Furthermore, the system has a connection to the control 

center for parametrization, updating, manual control and 

superimposed set point setting. This connection is 

secured by an IEC104 Security Proxy, so that even 

information from the public Internet can be safely 

processed (e.g. smart meter data). If such a connection is 

not desired or cannot be used due to the individual 

module selection, these functions can also be provided by 

a lean portable web-accessible SCADA (InGOmc 

(monitoring and control))  

 

Components 

The InGO platform consists of different modular 

components that can be interconnected individually. Core 

functionalities such as charging management (InGOev) or 

microgrid management (InGOmg) can be used standalone 

(e.g. to control a car park or small industry) or in 

combination with other load and feed-in controllers 

(InGOlv). In cascaded operation mode, each controller 

also aggregates its own flexibility and provides it to the 

higher level. In addition to the control functions the 
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components are designed to be parameterized 

automatically and monitored either through the existing 

control center or InGOmc. 

 

Communication 

The substructure of each controller is built by a 

decentralized OPC-UA server (integrated on the local 

device) that provides all input and output data, drivers 

and converters for the corresponding communication 

protocols (e.g. IEC 60870-5-104, IEC 61850, MODBUS, 

OCPP), if desired. Sensor and actuator communication as 

well as the connection of external units are thus 

completely detached from the controller functionalities. 

Therefore, the single modules see an identical data 

structure no matter where installed (hardware and 

operating system independent) which allows maximum 

flexibility of use. Communication between the 

decentralized distributed devices and with the control 

center takes place directly on OPC-UA basis. 

 

Sensor integration 

Depending on the application and grid topology, different 

sensor information is required. For example, for charging 

control in a car park, in most cases only the utilization of 

the main connection has to be monitored, whereas in 

more complex public grids with different feeders and 

loads voltages and currents of the entire grid area are 

relevant. For this reason, the sensor measurements are 

continuously provided on the OPC-UA server and are 

either used directly by the control modules or first refined 

into a complete grid image by a weighted least squares 

state estimation algorithm. 

 

Actuator integration 

In principle, there are two different actuator types: 

Voltage regulators (especially transformers) and 

adjustable loads and infeeds. While the former are 

usually property of the system operator and only installed 

for this purpose, the latter actually perform a different 

task, which should not be restricted by a control 

intervention. However, since voltage regulators cannot 

eliminate overloads and are not always available, the 

utilization of the existing flexibility is particularly 

important in future. 

The system is designed in such a way that any available 

flexibility can be integrated, whereby the individual 

boundary parameters (e.g. maximum power, turn-off 

times, possible active and reactive power setpoints) are 

specifically parameterized. Basically, a distinction is 

made between loads, generators and storages, although 

this differentiation is only of importance in the active 

power regulation (reactive power provision does not 

differ). In case of control need, the most suitable actuator 

is selected either on a purely physical basis (in particular 

the sensitivity to the most critical nodes and the lowest 

active power reduction) or as an economic optimization 

(especially in micro-grid purposes). 

 

Resilience and Reliability 

In order to replace conventional grid reinforcement 

measures with smart grid systems, these have to be 

almost universally available. Since individual IT 

components cannot provide such availability, several 

fallback and security processes are required. 

Firstly, the automation hardware itself is designed to be 

redundant. The total system (including all connections) 

can be mirrored to another device (spatial proximity is 

Figure 3: Overview of the semi-autonomous power system control suite for enhancing operational awareness. 
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not mandatory) which can step in without loss of time in 

case of an error. Secondly, also the communication is 

designed to be redundant. Particularly important 

connections can be connected via separate 

communication channels (e.g. powerline, mobile 

communication, communication cable, CDMA450). 

Thirdly, superimposed levels can take over the tasks of 

the lower levels and vice versa subordinate levels can act 

autonomously. The control center, for example, can take 

over the tasks of the medium-voltage controller 

(InGOmv) if necessary and the other way round this can 

also act without a connection to the control center. 

Communication connections outside the field 

communication are secured with a next generation 

firewall (security proxy – InGOsp). This firstly prevents 

unauthorized access by third parties via the public 

network and secondly enables to split up the 

communication connections to the respective redundant 

devices. 

 

Automated deployment and patching 

The practical operation of a smart grid system should be 

largely independent of manual adjustment effort. 

Parameterization and system updates of the InGO 

platform and the connected components therefore take 

place largely automatically. The installed InGO 

component transmits its respective location to the PSIsiu-

Server (secure installation and updates) and in return 

receives the parameter set required for its purpose (see 

Fig. 4). All required parameter data can be entered and 

maintained at a single point. In addition, this connection 

is also used for automatic updates and patch deployment, 

so there is no manual effort involved. PSIsiu can also be 

used for online monitoring the system health status of the 

individual components. 

 

 
Figure 4: Automated Deployment and Patching 

USE CASES 

Although the general use cases of InGO are listed in 

Fig. 3, two exemplary cases will be explained in the 

following. 

InGOev – E-Mobility for Public Transport 

In addition to charge control of electric cars (as described 

in [5] for example) InGOev also helps optimizing public 

transport services which are substituting their diesel-

powered bus fleet with electric-powered. Main goal is to 

avoid charging power peaks in order to reduce the initial 

and annual costs for grid connection. Therefore, InGOev 

reduces the power of the connected electric buses if 

necessary, taking into account the respective charging 

flexibility. Thus, InGOev needs information about the 

state of charge (SoC), the required distance and the 

estimated time of departure. If there is no information, 

the controller has to decrease the power of all charging 

stations uniform. Additionally, InGOev operates as 

actuator for InGOlv and InGOmv to support upstream 

voltage levels. 

InGOev does not only consider the actual grid condition, 

but acts proactively in optimization mode. Due to the 

timetables and known routes of the buses, InGOev is for 

example able to coordinate the charging times under the 

objective of minimizing the idle times. 

If the depot of the public transport service also has infeed 

like photovoltaic and further loads and storages, InGO is 

able to control this micro grid in total. In this case, 

InGOmg optimizes individual objectives like self-

sufficiency level, carbon dioxide emissions or energy 

costs. 

Wide Area Control 

An exemplary basic use case is a wide area control of 

MV grids. For this purpose, InGOmv collects distributed 

voltage measurements and calculates a suitable voltage 

setpoint for the transformer in the substation. This effects 

a voltage change in all down streamed network subsets. 

The voltage measurements can be sent from sensors 

which are installed at sensitive positions or at InGOlv-

devices. In the latter case InGOlv-devices also support 

the MV grid actively. This is especially needed if the MV 

grid consists of different subsets, where the load 

outweighs the infeed and vice versa. 

ENHANCING OPERATIONAL AWARENESS 

In today’s power system operation, forecasts and 

schedules become increasingly important even for DSOs. 

Recently, there is a trend of German DSOs for utilizing 

assistive process systems for Security Assessment and 

System Optimization (SASO). This technology enables 

the automated security assessment of prospective network 

states and provides decision-support (e.g. proposal of 

adequate generation curtailment or topological 

switching), if prospective grid states may be insecure. 

This technology was originally developed for Close to 

Real-Time (C2RT) processes of TSOs, but becomes more 

and more popular at German DSOs. 

 

Control Center
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Figure 5: Increments of SASO forecast horizon 

 
Figure 6: Security Assessment and System Optimization 

SASO is able to utilize available forecast data (e.g. 

schedules of generation and load demand) directly from 

the process control system (see Fig. 6). This guarantees 

consistent data without additional data management. Data 

may be transferred via CGMES or the proprietary PSI-

format called HEO-dm. The latter allows the transfer of 

current state estimation results as initial solution as well 

as further results related to network calculations (e.g. 

Dynamic Line Ratings). The increments of SASOs 

forecast horizon are depicted in Fig. 5. Currently, forecast 

horizons up to 48 h with increments of 15 min steps for 

the next 4 hours and 1 h increments up to 48 h are 

realized.  

Such a cycle may be repeated every 5 to 15 minutes, 

whereof the following network calculations might be 

performed within each increment: (i) Power Flow 

Analysis, (ii) Short-Circuit Analysis, (iii) Contingency 

Analysis (CA), (iv) Optimal Power Flow (OPF). If the 

CA identifies potential findings, OPF calculations are 

conducted in order to find, rank and propose potential 

measures for healing this finding.  

For maintaining operational awareness, it is expected, 

that InGO’s control capabilities should be considered in 

predictive grid security optimizations, for assessing 

whether the decentral controllers will be able to control 

the forecasted network situation. For taking decisions, 

dispatchers need a clear visualization of the predictive 

grid status as well as the proposed measures. Fig. 7 shows 

exemplary the control schedule of prospective controls. 

Here, the status and number of violations of operational 

limits is displayed either before or after an appropriate 

measure has been executed. With such visualization, the 

dispatcher can easily assess the upcoming grid situation 

and may choose appropriate controls.  

 
Figure 7: Sketch of an Adaptation of SASO’s Forecast 

Schedule of Control Elements Incorporating InGO controls  

The next step of our development process will focus on 

the adequate integration of the control behaviour of InGO 

in CA and optimal power flow calculations [4].  

SUMMARY AND CONCLUSION 

For the transition phase from today’s grid operation 

paradigms towards automated controlled LV- and MV- 

distribution grids, also called Smart Grid, it has been 

shown, that a semi-autonomous control suite can be seen 

as key-concept. On the one hand, InGO provides full 

supervision capabilities to dispatchers enabling the 

operation as a decision support tool while on the other 

hand, InGO could be applied to automate frequently 

occurring tasks, e.g. in-feed management, electric-vehicle 

charging or congestion management as well. As InGO 

may operate in various operation modes (e.g. semi-

autonomous, fully-autonomous, assistive), dispatchers are 

enabled to set the decentral control system in the desired 

operation mode manually. The system architecture and 

exemplary use cases have been presented.  

Future work will address the presentation of results from 

recent implementation project. 
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