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ABSTRACT 

This paper shows the results of comprehensive 

investigations in the field of low voltage grid state 

estimation. Two central topics are discussed: First the 

comparison of different state estimation methods like the 

conventional method or linearized methods and second the 

consideration of privacy issues. The results show that the 

conventional state estimation is the best option if the 

process cycle of a supervision system is long enough. 

Furthermore, the analyses of the results show no violation 

of privacy, if only the voltages are recorded by the smart 

meters. At the same time, the estimation results are 

accurate enough for real grid application. These results 

provide an important contribution to the current discussion 

in Germany which data from smart meters may be allowed 

to be recorded in the future. 

 

INTRODUCTION 

Due to the smart meter rollout in various European 

countries, more and more sensors are becoming available 

in low voltage (LV) grids which can be used for various 

tasks, e.g. monitoring or control tasks. A prominent option 

is their application for state estimation (SE). Various SE 

methods suitable for LV grids have already been developed 

in the past [1-5]. Compared to SE in transmission grids, 

these methods are designed for unbalanced three-phase 

systems and have to cope with only a small number of 

measured values but a high number of inaccurate pseudo-

values. For practical applications, suitable methods must 

be selected. In particular, in cases of a closed loop control 

system to coordinate controllable actuators in an LV grid, 

a trustworthy SE method is essential since supervision by 

operators in the control center is not feasible. Additionally, 

there are privacy issues as the individual customer load 

profiles can be estimated (with some inaccuracy) by the 

SE. This paper compares three already proposed SE 

methods to quantify their performance: 

 Linear SE method based on simplifications 

similar to [1]; 

 Linear SE method based on the linearization of 

the load flow equations according to [2]; 

 Conventional SE method similar to [3]; 

The comparison is carried out with respect to estimation 

errors and computation time based on comprehensive 

simulations. The results of load flow calculations are used 

as benchmark data.  

Input data are measured values from the smart meters and 

from the MV/LV substation, which are burdened with 

noise, as well as pseudo-values for household loads 

according to [6]. According to the German legalization, 

only non-private data are allowed to be recorded. For this 

reason, only voltage magnitude measurements from the 

smart meters are considered. This restriction impairs the 

SE performance significantly.  

Regarding this privacy regulation, it is also investigated if 

an SE based on these input data really provides non-private 

data, only. The answer to this question has far-reaching 

consequences for the application of the LV SE in Germany, 

i.e. whether the DSOs are really allowed to request grid 

state data from smart meters. Therefore, the estimation 

errors from the simulations are analyzed.  

For a better understanding of the issue Fig. 1 shows an 

example of a use case. There is no information collected 

about the power of the households or the currents in the 

main lines. After the pseudo-value generation (PVG) and 

the SE, these values are estimated with corresponding 

errors E. For monitoring or control tasks, the real power of 

the households are not relevant. Moreover, a relatively high 

error is required to keep the privacy regulations. The aim 

of SE systems is a relatively low error for the estimation of 

the main line currents and the voltages in the whole grid. 

But the requests of low line current errors and high load 

errors are contradictory targets. 

 

Figure 1. Example of a use case 

In summary, the results of this paper contribute to 

answering the following questions in regard to a high share 

of pseudo-values: 

1. How good is the performance of the SE methods 

relative to each other and to true data?  

2. Are voltage measurement data from smart meters 

really non-private data? In other words, can a load 

behavior be identified or can vacation periods be 

detected accurately? 

smart meter 1

P:   ? W      ? W      ? W

U: 229 V  228 V  229 V

main line current

I:    ? A        ? A         ? A

smart meter 2

P:   ? W      ? W      ? W

U: 227 V  227 V  228 V

pseudo-value generation & state estimation

main line current

I:  200 A    230 A    200 A

E: 30 A  30 A 30 A

smart meter 1

P: 400 W  2000 W  50 W

U: 229 V  228 V  229 V

E:  1 kW  1 kW  1 kW 

smart meter 2

P: 400 W  650 W   500 W

U: 227 V  227 V  228 V

E:  1 kW  1 kW  1 kW 

smart 

meter

Small number of input data: 

Only voltage measurements

from smart meters and mea-

surements from the substation

Error: For line current OK! 

Error: For

privacy reason OK?
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STATE ESTIMATION METHODS 

System Input and Output 

The output of the SE is the state vector x. In literature, the 

state vector x is defined according to equation (1) as a 

vector of all node voltage magnitudes u and angles δ, with 

K ∈ ℕ as the number of all nodes k ∈ {1…K} and a,b,c as 

the identifier of the three line conductors. With x, all other 

values can be calculated as i in (2). 

x =[u  δ ]T = [u1  u2  …uK   δ1  δ2  …  δN]
T with 

uk = [Uk,a  Uk,b  Uk,c], δk = [δk,a  δk,b  δk,c] 
(1) 

iT = Y ∙ uT   with U
k,a

= Uk,a∙ e
jδk,a   k = node index (2) 

As input data smart meter measurements zsm (3) and 

measurements from the substation zsub (4) are considered. 

Together they build a measurement vector zm. 

Furthermore, virtual measurements zvirt (e.g. values 

according to Kirchhoff's law), as well as pseudo-values zpv 

for the household loads, are included. This results in an 

input vector z according to (5). 

zsm = [… usm,i …] 

with i ∈ {set of all nodes with smart meters} 

(3) 

zsub = [usub  isub  psub  qsub]
 (4) 

z = [zm  zvirt  zpv]T = [zsm  zsub  zvirt  zpv]
T (5) 

State Estimation Methods 

All investigated methods are based on the Weighted Least 

Square (WLS) method. The first linearized method (SE 1) 

is based on simplifying assumptions to gain a linear 

measurement model [1]. The second linearized method (SE 

2) is based on a linearized measurement model using 

Taylor series [2]. Due to the linearization, these methods 

are fast and have no convergence problems but are less 

accurate. The conventional SE (SE 3) is based on the 

standard SE used at transmission system level but extended 

to an unbalanced three-phase system [3]. For a 

comprehensive description of the method, please check the 

linked publications. 

Pseudo-value generation 

Since there is only an insufficient number of measurement 

data available, as accurate as possible pseudo-values are 

required. Therefore, the best available PVG method is 

used. The aim is to identify the distribution of  p
sub

 to all 

individual loads, which delivers the smallest deviation 

between calculated and measured voltages from the smart 

meters. The method is based on the gradient descent 

method from the optimal power flow theory and finds 

optimal solutions iteratively. For a comprehensive 

description of the method, see [6]. 

TESTBED GRID  

Models and load profiles  

The testbed has been chosen in a reproducible way: The 

IEEE European LV Test Feeder (IEEE grid, see Fig. 2) and 

the corresponding load profiles as well as two synthetic 

grid models of German LV grids (S1a, S4b) according 

to [7] with the same IEEE load profiles. The IEEE grid, 

however, was modified from the published data. All 

unnecessary nodes and parallel cables have been deleted. 

For S1a and S4b, three possible variants of grid lengths are 

descripted in [7]. In this paper, the mid-variants are used. 

For the IEEE grid, the load profiles are assigned according 

to the methodology in [6]. The load profiles for S1a and 

S4b are assigned in ongoing order (load 1, L1 load 

profile 1; load 1, L2 load profile 2;…). After the 100 load 

profiles are assigned, the process starts with load profile 1 

again. 

Furthermore, the grid model from the field test of the 

SmartSCADA project [1] (SmSc grid, see Fig. 3) are used 

as a more realistic test case. The related load data are 

recorded load profiles of 10 days in 10-min measuring 

cycles. 

The marked positions (P1-P3) in Fig. 2 and (P) in Fig. 3 are 

used for the privacy investigations below. 

 

Figure 2. IEEE European LV test grid 

 

Figure 3. Test grid from the SmartSCADA (SmSc) project 

 

P1

P2
P3
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Measurement error 

In real operation, measurement data are not ideal. For this 

reason noised input data are considered. This paper 

distinguishes two types of errors, one for the performance 

test and another one for privacy investigations.  

For the performance test the error, which is modelled as 

white noise, changes with every individual load and load 

situation. This scheme is used to investigate a large number 

of error variations by adding a noise vector dwn to the smart 

meter measurements zm according (6). 

z̃m = zm + dwn
 (6) 

The noise vector dwn (white noise) is generated by random 

numbers from the normal distribution with the standard 

derivation σ according to Tab. 1 and with a mean value of 

zero. In Matlab the random number generator 

dwn= normrnd(σ) is set in every load situation j with the 

command: rng(j). The standard derivations in Tab. 1 are 

also used for the measurement variances of the SE 

methods, therefore also a value for the power of the loads 

generated by the PVG is given. 

For the privacy investigations, an individual but constant 

error is assumed over time for each measurement unit as 

the load profile has to be analyzed for a certain time period. 

To simulate realistic situations, the input vector is 

burdened by noise according to equation (7). 

Z̃m = Zm∙(1 +de)+ 0.1 ∙Dwn (7) 

If Z̃m represents an element in the input vector, Zm is the 

corresponding result of the load flow (benchmark data), de 

is the fixed measurement error in % of the real value and 

Dwn is a white noise error. Even calibrated meters can have 

a measurement tolerance up to ± 2 %. The stochastic 

influence of the environment is considered by the white 

noise (Dwn ∈ dwn) which changes in every load situations. 

The error de is set once randomly for every measurement 

in the range of the specified values in Tab. 1 (Matlab -

settings: rng(0) and normrnd(error range)). 

 

Table 1. Measurement error 

measurement error range of de σ 

voltage ± 0.1 % 0.1 V 

power substation ± 0.1 % 10 W 

power loads - 300 W 

PERFORMANCE TEST 

This investigation focusses on the comparison of the SE 

methods. They are also compared to the pure results from 

the PVG, i.e. the PVG results are used as input values for 

a standard power flow calculation. Therefore, the error 

distribution for voltage, power and current errors are 

shown. The error is the difference between the state vector 

of the SE result xSE and the benchmark data xBM or the 

corresponding power or current error, see (8). 

( xSE- xBM) = e    or    ( p(x
SE
)- p(x

BM
)) = e (8) 

Fig. 4 shows the voltage- as well as the power error 

probability distribution for the different methods. The 

results are shown for the IEEE as well as the SmSc grid. 

Starting with the PVG, the estimation of the voltage 

improves with the different SE methods. SE3 provides the 

most accurate result but similar to SE1 and SE2. However, 

the power estimation only improves slightly.  

Furthermore, Tab. 2 shows the mean and maximum 

computational time for the SE3 method using a 

conventional high performance personal computer. The 

other SE methods provide the results almost immediately. 

The table shows an exponential correlation between the 

number of nodes and the computational time. With a 

maximum value of nearly 5 s the computational time can 

be an issue in real-time applications. 

Table 2. Computational time 

  S1a S4b IEEE SmSc 

number of nodes 29 272 110 193 

SE 3 
max 0.08 s 4.93 s 0.76 s 2.22 s 

mean 0.18 s 4.55 s 0.62 s 2.06 s 

 

Figure 4. Comparison of distributions of nodal voltages and power errors at household loads 

PVG SE 1 SE 2 SE 3 
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Figure 5. Comparison of the current error in the main lines 

Since the currents in the main lines are the more important 

values to be estimated, Fig. 5 shows a grid specific 

comparison of the current error in the main lines with a 

boxplot diagram. It is with a 25/75 quantile and a whisker 

of 3. In all cases, the 25/75 quantile is really small. Thus, 

there are many outliers from the extreme values. 

Compared to the other test grids, SE3 provides noticeable 

better results than SE1 and especially SE2 in S1a. This is 

due to an increased linearization error, because the grid is 

highly overloaded resulting in relatively high voltage 

drops. For all other load situations and test grids, the 

results are nearly the same compared to SE3.  

As expected, SE3 provides the most accurate and the PVG 

the most inaccurate results. But there is no essential 

difference between the SE methods. The extreme values of 

the SE methods are around -40 A. By an average thermal 

current limit of 200 A of the main lines the estimated 

values are still acceptable.  

PRIVACY INVESTIGATIONS 

Definition of private data  

Private data are all data which can be assigned to a specific 

or identifiable natural person. The voltage is a state 

variable which depends on the load situation in the whole 

grid. The measurement of the three-phase voltages of a 

load node alone gives no information about the people 

living in that household. Therefore, the voltage 

measurements from smart meters can be seen as non-

private data. However, the question is whether this still 

holds true when PVG and SE is used. 

Standard power error derivation  

The standard power error deviation σ is a criteria for 

privacy investigation. The maximum error can be very 

high (8 kW and higher) as can be seen in Fig. 4. But these 

are extreme values and therefore σ is the value which has 

to be taken in to account. Hence, the true value of an 

estimated value is very likely in the range ±3σ.  

Tab. 3 shows the σ values for all investigated grids based 

on the simulation results according to Fig. 4. Since the 

values are similar, they are only shown for SE3. S1a, as a 

small (8 households) and simple (one feeder) grid has the 

lowest σ. This value can be taken as the lower σ-limit. The 

average for the very diverse networks is σmean ≈ 332 W. 

Table 3. Standard deviations of power errors of SE3 

 S1a S4b IEEE SmSc Ø 

σ (SE3) 233 W 430 W 346 W 317 W 332 W 

Simulation and results 

For this investigation, only the conventional SE method 

SE3 is used because it provides the most accurate state 

vector. Note, that the best case of observability is used, i.e. 

all households are equipped with smart meters. 

Furthermore, the noise is set according to Eq. 7. 

For the investigation, three loads in the IEEE grid (see 

Fig. 2) are set to zero to simulate a vacation time, one next 

to the substation (P1), one in the middle (P2) and one at 

the end (P3) of a feeder. The question is: Can the vacation 

time be identified? Similar, in the SmSc grid a zero load 

period in a measured load profile has been observed. The 

question is: Can this no-load period be identified? 

Fig. 6 shows the result of the estimated cumulated active 

power of the line conductors in the load positions P1, P2 

and P3 of the IEEE grid. In all cases, there are power peaks 

and various power fluctuation. Especially P3 at the end of 

the feeder does not look like a zero load. The PVG and SE 

not only result in fluctuations, but also in an offset which 

increases towards the end of the feeder. For a deeper 

investigation, Fig. 7 shows the profile of line conductor L2 

in P1. The highest delta value is 1240 W which is more 

than 3σmean. However, if the mean value is subtracted as 

an offset, the fluctuations are below 3σmean. This is a 

necessary but not sufficient condition for a no-load 

identification. Hence, it cannot be identified for sure. 

 

Figure 6. Cumulated power profile of the IEEE grid 

 
Figure 7. Single power profile for P1(L2) of the IEEE grid 
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Fig. 8 shows a 10 days period of a household in the SmSc 

gird (position P, Fig. 3) with almost 42 h of zero load. This 

42 h period is zoomed in the additional figure. Comparing 

the no-load time profiles with load time profiles, the no-

load period definitely cannot be identified from the 

estimated profile. Even the analysis of the profile over time 

reveals no specific patterns of the no-load period. 

 

Figure 8. Cumulated power profile of the SmSc grid in P 

Fig. 9 shows the load/error diagram for the IEEE grid. The 

range ± 500 W has been omitted for a better illustration. 

Since there are no big negative errors in the high load area, 

a relatively high load can be assumed if the SE results in a 

high load (> 5 kW). As a consequence, it is easier and more 

likely to identify a no-load period than the opposite. This 

could be interpreted as private data. Nevertheless, the error 

range can still be up to ~7 kW which makes it almost 

impossible to identify the consumption behavior or the 

used devices. 

 

Figure 9. Load/error diagram of the IEEE test grid 

DISCUSSION AND CONCLUSION 

The first question was: How good is the performance of 

the methods relative to each other? The conventional SE 

results in the best accuracy as expected. SE1 and SE2 

provides almost the same accuracy with SE1 being slightly 

better. Especially the voltage estimation is much better 

with all SE methods than with the PVG. In contrast, the 

power estimation improves only marginally which is due 

to the high variance of the pseudo-values. In terms of 

computational time, only SE3 is critical. Note that the 

computation time can increase with low performance 

hardware used in the field. If the process cycle is long 

enough (> 30 s), this is no issue and SE3 is the best option. 

Otherwise, SE1 as well as SE2 are very good alternatives 

with low computational time and sufficient accuracy. The 

estimation of the voltage is very good and the estimation 

of the line currents is acceptable. However, the possible 

estimation errors must be considered in real application by 

keeping a sufficient margin to the thermal limits. 

The second question was: Are voltage measurement data 

from smart meters really non-private data? The simulation 

results are based on the best case of observability. In 

reality, most likely not every household will get a smart 

meter in Germany. With decreasing observability, the 

error will increase. Furthermore, if a minimum 

measurement cycle of 15 min and instantaneous RMS-

measurements are assumed the information content of the 

smart meter readings decreases even further. 

Regarding the results of the different investigations like 

the standard deviation of the power error, the zero-load 

period analyses and the load/error diagram analyses, it can 

be concluded that voltage measurements from smart 

meters can still be seen as non-private data. In addition, the 

results show that the SE leads to reasonable information 

even though only the voltage measurements from the smart 

meters are used. As the data protection regulations have 

been tightened by the new “General Data Protection 

Regulation (GDPR)” of the European Union, these results 

are also useful for the discussion outside of Germany.  
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