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ABSTRACT 

The increasing digitalization of the electricity grid 

together with the new threats, increases the cyber-security 

risks related to the distribution of electricity. Major 

investments need to be made to mitigate these risks. These 

investments need to be compared with other investments 

necessary to make the grid ready for the increased use of 

renewables and electric vehicles and the management of 

other grid related risks, such as an increasing number of 

outages due to ageing assets. Cyber-security risks need to 

be properly assessed to determine the right level of 

investment. 

 

The Dutch DSO Enexis has developed a method to assess 

cyber-security risks that integrates with their Risk and 

Opportunity Based Asset Management process. The 

method uses BowTies, a general method that Enexis also 

uses for all non-security asset risks. The risk levels are 

estimated using the asset management risk matrix. In this 

way, they are made comparable to all other asset risks, so 

that rational investment decisions can be taken. 

INTRODUCTION 

The increasing digitalization of the electricity grid makes 

DSOs more vulnerable to cyber-attacks. More and more 

parts of the grid can be remotely controlled. If not properly 

secured, these parts could be misused in cyber-attacks. 

Moreover, many grid control systems have not been 

designed in a secure way. The systems have a long 

lifetime, so that there are many legacy components with 

lacking security, often unpatched.  

 

With these developments, it seems reasonable to assume 

that the risk of cyber-attacks is also increasing. But this 

risk is difficult to assess. It not only depends on the 

vulnerability of the systems, but also on how much effort 

attackers are willing to spend to hack the grid control 

systems. The big question is: who would want to hack the 

electricity grid? Unlike for banks or web shops there is 

little commercial gain. And there were indeed no serious 

cyber-security incidents, at least until 2015. 

 

In December of that year, several Ukrainian DSOs were 

attacked to create a blackout [1] concerning 230,000 

people. And then it happened again in 2016. These attacks 

showed that there are attackers capable of mounting 

successful cyber-attacks on electricity grid operators, and 

that these attackers are willing to use this capability to 

cause power outages. 

 

After the Ukraine attacks, most grid operators are 

improving the security of the grid control systems. Doing 

so requires major investments. Grid operators for instance 

need to segregate their computer networks, install 

advanced network monitoring systems, and introduce 

more secure laptops for their engineers. At the same time, 

Figure 1: BowTie diagram with the names of its parts given. 
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grid operators also need to prepare for the increased use of 

renewables and electric vehicles. And in most countries 

they are closely monitored to increase the efficiency of 

their spending. Making a rational decision on cyber-

security investments with such competing priorities, 

requires carefully assessing the cyber-security risks to 

weigh them against the investment costs. 

 

To perform this risk assessment, the Dutch DSO Enexis 

has developed a method that integrates cyber-security risks 

into their Risk and Opportunity Based Asset Management 

(ROBAM) process. The method makes cyber-security 

risks comparable to other types of risks, such as ageing 

assets or natural disasters. In that way, decisions on cyber-

security investments can be made with the ROBAM 

process used for all grid investments, so that the right 

amount of resources is spent on cyber-security. 

 

BOWTIE METHOD 

The method developed at Enexis is based on BowTies [2], 

a general risk assessment method that Enexis uses in their 

ROBAM process. Figure 1 shows a BowTie diagram with 

the names of its parts. The threats that can lead to a security 

incident are on the left-hand side, the consequences of the 

incident are on the right-hand side. (See Table 1 for a 

definition of these terms.) They are connected by a so-

called top event in the center, a riskful situation in which 

the grid operator loses control. 

 

The method Enexis developed to assess cyber-security 

risks with BowTies, starts at the center with the top event, 

and then works outwards determining consequences and 

threats, and finally determining barriers and their 

effectiveness. These steps will be discussed below. 

 

Hazards and Top Events 

Hazards are derived from information assets. In BowTies, 

hazards are things that an organization needs for its 

operations, but that can cause damage if control is lost. 

Grid operators want to remotely monitor and control their 

substations to reduce cost and recover quicker from 

failures. But this creates the risk of unauthorized control 

through cyber-attacks. For cyber-security, the hazards can 

be directly related to information assets that are processed 

by the grid control systems. The remote control hazard for 

instance is related to the switching states and commands 

processed by the SCADA system. 

 

To ensure all hazards were identified, a systematic analysis 

was made of all information assets processed by the grid 

control systems. This analysis was part of the IEC 62443 

[3] implementation at Enexis. It was done according to the 

method for detailed risks assessments in IEC 62442-3-2 

[4]. The OT domain was divided into systems, such as the 

central SCADA servers, and the different types of 

substations. For each system, workshops were held with 

employees that know the system to determine which 

information assets they processed. 

 

Top events were chosen to correspond to compromises of 

the confidentiality, integrity, or availability of the 

information asset. Different top events are used for each 

type of compromise. 

 

Top events were defined per security zone. It is important 

to have context on where an asset is compromised. Both 

threats and consequences are different when switching 

data is compromised in the central SCADA servers or in a 

substation. The top event thus specified where the 

compromise happens using the concept of “security zones” 

from IEC 62443 [4]. A security zone consists of 

components that have the same security needs. In 

workshops with specialists on the system, components in 

a system were placed into zones based on their criticality, 

function, physical location, and responsible department. 

Different top events were then defined for compromises in 

different zones. 

 

Consequences 

Consequences were identified by determining the impact 

of a compromise of an information asset on operations. 

Within the BowTie approach, the top event is the moment 

when the system gets out of control, but before real 

damage is done. The damage is described in the 

consequences. In Figure 2, for instance, a compromise of 

the integrity of switching commands (the top event) can 

lead to the switching of circuit breakers (a consequence). 

Workshops were held with specialists on each system to 

determine for each asset what would happen if its 

confidentiality, integrity, or availability were 

compromised.  

 

Leading in this analysis were the impact categories in the 

Enexis ROBAM risk matrix (see Figure 3). The impact 

categories (reliability, safety, compliance to law, 

affordability, customer satisfaction, and sustainability) are 

Table 1: Terms used for BowTies. 

Element Description 

Threat Something that can cause the top event. 

For security usually an attacker action. 

Preventive 

barrier 

Something, usually a security measure, 

that prevents a threat leading to the top 

event, or that takes away the threat. 

Consequence Possible negative effects of the top event. 

Recovery 

barrier 

Something, usually a security measure, 

that prevents the top event leading to a 

consequence, or that relieves the 

consequence. 
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the core values of Enexis. They are set by the Enexis board 

of directors in the role of Asset Owner, and recognized by 

the regulator. Each category can be measured objectively. 

Thresholds are defined to determine the impact level in 

each category. In this way, the ROBAM impact categories 

provide a generally accepted way to assess the 

consequences of cyber-security incidents. 

 

Although it always required some discussion, the 

specialists in the workshop could usually agree on the 

consequences of compromises. Most of the serious 

consequences came from compromises of integrity. In 

many cases, they could lead to disruption of electricity 

distribution, impacting the reliability category. A small 

number of risks concerning protection equipment also had 

very serious impact on the safety category. 

 

In some cases the analysis showed that the impact level of 

such compromises was higher than the ROBAM matrix 

currently accommodates. The ROBAM impact levels are 

designed to handle accidental disruptions. The maximum 

impact level corresponds to an outage of a high-voltage 

transformer substation for sixteen hours. But in a cyber-

attack, the disruptions are intentional. Attackers that 

penetrate into critical systems will not restrict themselves 

to one substation, but try to cause outages at all substations 

they can reach. An incident thus may affect tens or 

hundreds of substations. An additional impact level 

“catastrophic” was added properly assess such scenarios. 

Threats 

Threats were determined by analyzing possible attacks on 

each interface to a zone. Within an IEC 62443 zoning 

model [4], interfaces to other zones are identified. Attacks 

need to come from one of these interfaces. As different 

security measures usually are applied at different 

interfaces it makes sense to assess the threats per interface. 

 

One of the challenges in assessing security risks is to 

choose in what level of detail to analyze the threats. On a 

detailed technical level, there are too many threats to 

analyze. The Common Attack Pattern Enumeration and 

Classification (CAPEC) developed by MITRE [5] for 

instance includes 519 attack patterns. Analyzing all of 

these for each information asset and each interface is 

clearly not feasible. But using too generic threats may lead 

to some attack scenarios being overlooked. 

 

In the BowTie approach, the detail level of threats is 

determined by the possible barriers. Different attack 

scenarios would be considered as different threats if they 

require different barriers to be prevented. As Enexis was 

choosing barriers from the IEC 62443 standard (see next 

section), the possible barriers were known, and the level of 

detail of threats could be determined well.  

 

In Figure 2, there are for instance unauthorized access 

threats corresponding to authentication measures, 

manipulation of communication threats corresponding to 

Figure 2: Example of a filled in BowTie. The BowTie is a generic one for unauthorized access to high-voltage substations. The threats 

and barriers do not reflect the specific situation at Enexis. 
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communication security measures, and software 

vulnerability threats for patching measures. As each threat 

corresponds to different measures, they are treated 

separately. But if for instance the software exploit threat 

would be split into different more detailed attack types 

(overflows, web attacks, …), all these new threats would 

be countered by the same measures. Hence, it is more 

efficient to keep them grouped together. 

 

Barriers 

Barriers were selected from the IEC 62443-3-3 standard 

[6]. Barriers are measures that prevent a threat leading to a 

top event (preventive barriers), or prevent a top event 

leading to a consequence (recovery barriers). For security 

risks, barriers are usually security measures. Enexis 

selected these security measures from the IEC 62443-3-3 

standard for system security requirements. The 

authentication barriers in Figure 2 for instance correspond 

to the human or software user identification and 

authentication requirement (SR 1.1 and 1.2) in IEC 62443-

3-3. The hardening barrier corresponds to the least 

functionality requirement (SR 7.7).  

 

The advantage of this standard was that the measures were 

tailored to industrial control systems. Moreover, the 

standard includes technical measures that are better suited 

to the detailed analysis performed than the organizational 

measures in the ISO 27002 [7] and 27019 [8] standards. 

The use of IEC 62443 also fits well in the security strategy 

for the Enexis OT domain, which is centered around a 

cyber-security management system based on IEC 62443-

2-1 [3]. 

 

One lesson learned was to set a common baseline of 

security measures for all zones. The IEC 62443 standard 

assumes that security measures are chosen individually per 

zone. But keeping track of all measures quickly became a 

large burden, as some systems had up to 15 zones. Instead, 

a baseline of measures was selected for modern and for 

legacy zones that ensures the minimum level of security 

that Enexis aims to achieve. Only deviations from these 

baseline were analyzed and documented. 

 

Barrier Effectiveness 

Barrier effectiveness was estimated based on the condition 

of the security measures. Estimating the effectiveness 

turned out to be one of the largest tasks. The effectiveness 

indicates how difficult it is for an attacker to bypass a 

barrier. Four levels of effectiveness were defined from 

“very poor” (can be bypassed in a few hours) to “very 

good” (would require at least several months to bypass). 

The effectiveness is indicated by the color in Figure 2: 

light green is good, dark green very good. 

 

 
Figure 3: Enexis risk matrix (in Dutch). The impact levels are in the rows, the probability levels in the columns. 
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For each barrier the effectiveness was estimated together 

with the administrators of the systems. The effectiveness 

of the authentication measures in Figure 2 for instance 

depends on the strength of the passwords or keys used. The 

effectiveness of the patching barrier depend on how up to 

date the security patches are. In this way, barrier 

effectiveness captures a lot of information about the 

security of the system. 

 

The barrier effectiveness was combined with threat 

intelligence to estimate the probability of threats. The 

Enexis ROBAM risk matrix requires a quantitative risk 

estimate, at least up to an order of magnitude. Most 

security risk assessment methods avoid making 

quantitative estimates. For the BowTie method 

quantitative estimates were made, in two steps. 

 

First, the probability that attackers make a certain effort to 

attack a DSO was estimated based on historical incidents. 

For instance, the cyber-attack in Ukraine took several 

months of work by professional attackers. So, an attack 

with this much effort happened at least once in the 

industry. The ROBAM matrix translates this into a 

probability of between 0.1% and 1% per year. 

 

Second, the amount of effort needed to accomplish a 

certain threat was estimated by summing up the 

effectiveness of all barriers between the threat and 

consequences. 

 

Combined, the estimates gave a probability of each threat. 

Together with the impact levels for the consequences, the 

risk level of each threat could be determined with the 

ROBAM risk matrix. In this way, the risk of security 

threats becomes comparable to all other risks in the Enexis 

ROBAM risk register. 

 

The analysis showed that all major security risks are high 

impact, low probability events. All security events fall in 

the lowest three probability categories. Because some have 

a very high impact level, they can still pose a serious risk. 

 

OUTCOME 

All grid control systems at Enexis were analyzed with the 

BowTie method, leading to a comprehensive view of all 

cyber-security risks. The risks were entered in the Enexis 

Asset Management risk register, alongside all other risks, 

and are now part of the regular risk based ROBAM  risk 

management processes. 

 

Several of the cyber-security risks identified came out as 

high. Major investments are being taken to mitigate these 

risks, based on the risk assessment framework. The use of 

the same method as used throughout the Enexis ROBAM 

method made the decision about these investment easier. 

Because an accepted process was followed, there was 

confidence that the identified risks were correctly 

estimated. The regulator also appreciated the way that 

risks were made transparent and comparable. 

 

Enexis  will further extends the BowTie method in 2019 in 

two ways. Firstly, the effectiveness of barriers will be 

explicitly measured. Currently, effectiveness estimates are 

based on expert judgement. As a next step, indicators for 

the barrier effectiveness will be defined that can be 

objectively measures through penetration tests, 

vulnerability scans, or organizational audits. Secondly, 

planned improvements to barriers will be added into the 

BowTies. In this way, the BowTies are even more 

explicitly linked to improvement projects and investments. 

 

Enexis is structurally following up the implementation of 

the mitigations with their IEC 62443 based cyber-security 

management system (CSMS). Deciding on investment is 

only the first step. A structured approach is needed to 

follow up, and ensure that the required technical and 

organizational changes are really made. The combination 

of the BowTie Risk assessment method with the IEC 

62443 CSMS has led to major improvements in security 

for Enexis. Security risk management is now part of a 

regular cycle at the core of Enexis’s business processes. 

The BowTies are reviewed periodically and after major 

changes in the system to assess changes in the risk. In this 

way, security risks can be kept at acceptable level also in 

the future when new threats may arise. 
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