
 25th International Conference on Electricity Distribution Madrid, 3-6 June 2019 
 

Paper n° 1620 
 

 

CIRED 2019  1/5 

THE BENEFITS AND DESIGN OF A DYNAMIC PROTECTION SYSTEM FOR THE 
DISTRIBUTION NETWORK 

 
 

 Daniel HARDMAN  Neil MURDOCH  Jonathan BERRY 
 GHD – UK GHD – UK Western Power Distribution – UK 
 daniel.hardman@ghd.com neil.murdoch@ghd.com jberry@westernpower.co.uk 

 

ABSTRACT 

The performance demands placed on traditional 
protection systems are increasing due to higher numbers 
of Distributed Generation (DG) connecting to the network 
coupled with the roll-out of network flexibility services 
such as automatic network reconfiguration. This paper 
proposes the design and architecture for a Dynamic 
Protection System (DPS). DPS is an adaptive protection 
system that autonomously calculates the optimum 
protection functions and settings in real-time as the 
distribution network changes configuration. DPS has the 
capability to bring increased protection system sensitivity 
and selectivity over traditional protection schemes, 
facilitate increased DG connections to the network and 
automate aspects of the protection system design process. 
The key design requirements for the proposed DPS are 
discussed and the detailed benefits of the system are 
described. 

INTRODUCTION 

The distribution network is experiencing significant 
change as connected Distributed Generation (DG) capacity 
continues to increase dramatically. In addition, significant 
shifts in load patterns are expected as Low Carbon 
Technologies (LCTs) such as electric vehicles, air source 
heat pumps and large scale battery storage become more 
cost effective and are incentivised by UK government 
policy. Furthermore, Distribution Network Operators 
(DNOs) are in the process of transitioning to Distribution 
System Operators (DSO) whereby they will utilise 
increasing levels of network flexibility to provide 
environmental and financial benefits to customers. 
Distribution networks are having to adapt to become more 
automated and complex with changing topologies to 
accommodate the power flows that can vary significantly 
both in magnitude and direction.  
 
Traditional, static and manually calculated protection 
arrangements are beginning to reach their limitations as the 
distribution network experiences these significant changes 
[1]. DNOs are increasingly having to configure safe but 
sub-optimal protection schemes to facilitate further DG 
connections. Furthermore, the existing systems are no 
longer able to provide the required performance when the 
network transitions to increasing levels of autonomous 
reconfiguration as part of the move towards DSO. 
 

This paper will discuss the changes that are affecting the 
distribution network in more detail and highlight the needs 
case for a Dynamic Protection System (DPS) that can 
autonomously determine and implement the optimum 
protection function and settings for any given network 
configuration. The paper will then outline the technical 
requirements, design and architecture of DPS to ensure it 
has a high level of performance whilst maintaining the 
safety and integrity of the network. Finally, the paper 
presents the detailed benefits that DPS could bring to the 
operation and management of the distribution network. 

CHANGES AFFECTING THE ENERGY 
SYSTEM 

DG Uptake 
There are increasing numbers of low carbon DG (namely 
wind and solar) being connected to the distribution 
network. This is driven by falling technology costs and UK 
government policy incentivising decarbonisation of the 
energy system to meet its national climate change 
objectives. Western Power Distribution (WPD) forecasts 
that DG capacity will double in its licence areas by 2030 
[2]. Traditional protection systems are susceptible to 
performance shortcomings when there are high levels of 
DG penetration [3]. Issues such as protection blinding, 
false tripping and distance protection under reach are 
already being experienced on the network and are likely to 
become more prevalent in the near future. Figure 1 
highlights the example of protection blinding where the 
relay operates incorrectly as the current contribution from 
the DG reduces current seen by the relay. 
 

 
Figure 1 Protection blinding due to DG fault level contribution 

DSO Transition 
Network operators are transitioning from their traditional 
role of distributing electricity, to one where they are a 
platform and enabler for a range of new smart energy 
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technologies that will deliver benefits to both network 
operators and customers [4]. A key aspect of this transition 
will be the implementation of advanced network 
automation which will serve to automatically reconfigure 
the network to actively balance generation and load thus 
releasing latent network capacity and avoiding 
unnecessary traditional reinforcement. There are a number 
of UK innovation projects that have recently investigated, 
developed and trialled novel network automation 
techniques. A sample of these are listed as follows [5]:  
 

 UKPN’s Active Response to Distribution 
Network Constraints 

 ENW’s RESPOND Project 
 ENW’s Capacity 2 Customers (C2C) 

 
Automated network reconfiguration will also be a valuable 
tool for DSOs to enhance the utilisation of renewable low 
carbon energy from DG that is connecting to the network 
in increasing numbers. Traditional protection schemes are 
designed using a highly manual process which can limit 
the capability of automated network reconfiguration to 
reconfigure the distribution network without experiencing 
the increased likelihood of customer outages due to non-
optimised protection functions and settings [6]. The DPS 
will be able to automatically identify that the network 
configuration has changed and compute the optimum 
protection function and settings based on the new 
configuration and system parameters. The system will also 
be able to automatically apply the updated settings at the 

appropriate protective devices. 

DESIGN AND ARCHITECTURE OF DPS  

DPS is an advanced adaptive protection system that will 
be able to monitor various network parameters over its 
applied network area in real-time. These will include 
changes in system impedance due to network 
reconfiguration, circuit breaker states and system fault 
level to inform the autonomous computation of the 
optimum protection function and associated settings to be 
deployed to the protective devices in the field. The DPS 
will respond to provide the required protection 
performance to minimise customer interruptions and 
maintain a high level of network safety. The block diagram 
in Figure 2 indicates a high level block diagram of the DPS 
architecture.  
 
DPS is a novel distributed system incorporating Intelligent 
Electronic Devices (IED) and control infrastructure 
located both locally to a Bulk Supply Point (BSP) and also 
at the Network Management System (NMS). The DPS will 
operate on the Extra High Voltage (EHV) network across 
two adjacent BSPs. A DPS Local Controller (DPSLC) will 
be installed at each of the BSPs. The DPSLC is a modular 
processing unit that provides the adaptive protection 
capability for its respective BSP Substation and 
downstream EHV circuits. To provide this functionality 
the DPSLC is equipped with power system simulation 
software and a rationalised network model of the BSP area. 

Figure 2 High level DPS system architecture block diagram 
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The DPSLC interfaces with the local substation I/O and 
the remote network I/O (i.e. remote DG) via the NMS and 
subsequently assigns I/O data to pre-defined alias’ in the 
electrical system model. This allows the DPSLC to 
perform state estimation of the downstream BSP network 
in response to changes in network configuration and/or 
DG/LCT output in its zone of control. This architecture 
enables the DPS to execute advanced fault analysis 
simulations at the local level in order to identify the 
optimum protection function and settings for the protective 
devices under its control and for the current network 
configuration and status. 
 
The DPSLCs communicate to the DPS Central Control 
(DPSCC) via the NMS. The DPSCC is a server based 
control system that is situated upstream of the NMS. It 
provides DPS functionality in a similar manner to the 
DPSLC’s except that the electrical system model 
encapsulates the wide area network across the two adjacent 
BSPs. This allows the DPSCC to perform dynamic 
protection studies in real-time for the complete system 
provided that it has the correct number and quality of data 
points from the NMS. These pre-define data points will be 
provided by the NMS via the Inter-Control Centre 
Communications Protocol (ICCP) link shown in Figure 2  

DPS Control Architecture. 
The DPS has four broad levels of control which are 
described in Figure 3. The optimisation of the DPS 
increases as the control level increases.  
 

 
 

Figure 3 DPS control levels 

Control Level 1 is the simplest control level for DPS and 
relies on the individual IEDs to select between a limited 
range of pre-defined functions and group settings in 
response to basic local inputs to protect the downstream 
network to the IED. This control level provides the 
minimum DPS optimisation.  
 
The DPSLC becomes the master controller for Control 
Levels 2 and 3. Control Level 2 is similar to Control Level 
1, however, in this instance the DPSLC will utilise 
advanced inputs (real-time current, voltage and 
local/remote CB status) to select between a range of pre-
defined functions and group settings that are programmed 

into the IEDs in its zone of control. Control Level 3 again 
utilises the DPSLC as the master controller with the 
advanced inputs; however, under this level the DPSLC 
issues the specific protection settings to the required IED 
and internal protection function.  
 
Control Level 4 is where the DPSCC assumes the duty of 
master controller due to high levels of network complexity 
(such as the paralleling of the two BSPs), or failure of the 
DPSLCs to provide an optimised solution. This could be 
due to changes in network configuration that result in 
DPSLC not being able to perform the necessary state 
estimation. The DPSCC will use all available information 
from the NMS to accurately coordinate and dispatch 
optimised protection functions and settings to the DPS 
sites via the NMS.  
 
A fail-safe system will be provided to ensure that the 
network remains protected at all times and to a level of 
performance not lower than the traditional solution. If the 
higher Control Levels (2-4) are unavailable, the system 
will automatically revert to Control Level 1 which will 
implement the fall-back group settings. Control and 
information signal communications between the DPSCC, 
DPSLC and IEDs will ensure reliable operation of this fail-
safe mechanism. 

DPS Communications 
A high level DPS communication architecture is shown in 
Figure 4. Where possible the communication of remote 
information will utilise WPD’s existing SCADA 
telecommunication infrastructure.  
 
To practically implement DPS at the substation level 
protection functions will need to be provided by IEDs 
connected in a station bus configuration most likely 
communicating over IEC 61850 protocol. Local substation 
I/O could either be communicated over a process bus 
architecture, traditional hardwired I/O or a combination of 
the two dependent on the construction of the substation in 
question. 
 
The DPSLCs will utilise hardwiring to interface with the 
local BSP substation I/O which will include data points 
such as breaker status, current, voltage analogues etc. In 
addition, the DPSLCs will have a communication path to 
the NMS for retrieval of data points that are remote to the 
substation (i.e. remote DG circuit breaker status 
information).  
 
The DPSCC and DPSLCs will be able to communicate 
with each other via the NMS through the existing site 
Remote Terminal Unit (RTU) to coordinate the control 
priority of DPS as well as to receive network I/O 
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The DPSCC will utilise an ICCP link to the NMS to allow 
it to communicate to the DPSLCs and also to receive 
network data from the NMS to enable it to perform its 
optimisation calculations. 

KEY DESIGN REQUIREMENTS 

The most critical requirement of the DPS will be that it 
maintains a reliable, robust, safe and secure distribution 
network. The design of the DPS must therefore involve a 
thorough analysis of the system failure modes to inform 
the design of the system fail-safe mechanism. The safe 
mode of the DPS is Control Level 1 which should be 
implemented if confidence is lost in the DPSLC and 
DPSCC controllers to provide system optimisation.  
 
The performance of the DPS will, at a minimum, be 
equivalent to the traditional approach in operation under 
the lowest control level. At the upper control levels the 
DPS performance shall demonstrate improved 
performance over the traditional approach through 
improved feeder protection attributes of dependability, 
selectivity, adaptability, and speed [8]. This is enabled by 
the ability of the DPS to use its intelligence to more 
accurately characterise the fault behaviour of the network 
and hence implement optimised settings for fault 
detection. 
  
Investigation of the cyber security requirements is an 
important part of the DPS design process. This 
investigation will inform the cyber security architecture 
that is to be incorporated into the DPS design in order to 
ensure the distribution network is secure at all times when 
DPS is in operation. 
 

Interoperability is another key design requirement for the 
design of the DPS. The distributed architecture of DPS 
means that communication is required between devices 
produced by a range of manufacturers and over various 
protocols. DPS will require inbuilt flexibility to enable the 
system to realised practically on the distribution network 
and facilitate network benefits.  

BENEFITS 

The primary benefit of DPS is the ability for the protection 
system to respond dynamically to changes in network 
configuration. With DPS, network reconfiguration to 
balance load with generation, release latent network 
capacity and to utilise renewable DG more effectively can 
be implemented without sacrificing the performance of the 
protection system. 
 
The DPSLC and DPSCC will be equipped with power 
system models that will know the impedance, real-time 
loading and electrical characteristics of network 
equipment. By utilising this intelligence coupled with 
computational algorithms, the DPS will be able to adapt 
the protection functions and settings in real-time thus 
leading to increased sensitivity and selectivity of the 
protection system. Furthermore, this capability will lead to 
higher penetrations of DG onto the distribution network 
without degradation of network reliability.  
 
The DPS architecture allows for the selection of any 
number of protection functions and settings. In a 
traditional protection system these functions would 
typically be equipped with discrete elements e.g. separate 
distance, overcurrent and earth fault etc. in addition to a 
number of auxiliary relays which monitor the status of 

Figure 4 High level DPS control and communications architecture diagram [7] 
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equipment. The DPS will refine and consolidate these 
individual relays and provide a system which will be 
equipped with all protection functions will be enabled and 
disabled depending on the requirements of the network. 
Protection settings and functions are traditionally applied 
manually at the relay. The DPS system architecture 
provides the capability to remotely ‘self-test’ and apply 
settings without the need for system operatives to visit the 
physical site. The DPS would therefore reduce the design 
and maintenance requirements of the protection system. 

CONCLUSION 

The proposed DPS is an advanced adaptive protection 
system that will monitor network parameters in real-time 
to autonomously determine the optimum protection 
function and settings for any network configuration. 
Active reconfiguration of the network to provide benefits 
to operators and customers will become commonplace in 
the future energy system as network operators transition to 
system operators. The DPS will support this transition by 
providing a protection system that can adapt to increasing 
network flexibility whilst simultaneously increasing 
protection system performance over the traditional 
approach. This increase in performance will also lead to 
the ability to connect higher numbers of DG without 
encountering the limitations traditional solutions 
experience.  
 
This paper has proposed a high level design for the DPS 
and also detailed specific design requirements that are key 
to developing a robust, safe and secure system that does 
not degrade the existing protection capability of the 
network. Further work is required to refine the design of 
the DPS architecture and functionality so that technical 
specifications for the system design can be produced. It is 
recommended that the development of DPS is carried out 
under the framework of a structured pilot trial over a 
number of selected locations. In this manner the 
technology can be tested and refined with limited risk to 
the network and customers whilst providing the network 
operator with applicable learning for a wider roll-out of the 
technology.  
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