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ABSTRACT 

The digitalization of the electrical sector is a profound 
transformation in which technology and innovation are 
changing the traditional models. In this transformation, 
Smart Secondary Substations play a significant role since 
they are the Medium Voltage (MV) nodes and the 
connecting points with the Low Voltage (LV) electrical 
network. The digitalization of these nodes allows the 
development of innovative solutions for predictive 
maintenance and life extension of the assets.  

INTRODUCTION 

Today, the electrical sector is facing some use cases in 
the Smart Grids projects mainly oriented to distribution 
automation[1],[4], quality of service, automatic network 
self-healing, power flow control and advanced meter 
management, among others. This scenario has led to a 
situation where network components incorporate local 
intelligence and communication[3] capabilities. As an 
example, this paper presents Iberdrola’s STAR project, in 
which several thousands of automated Smart Secondary 
Substations have been deployed. Furthermore, the paper 
will describe the next steps for Smart Secondary 
Substations with new functionalities for asset 
management. 

 
Fig.1 Main functionalities of Smart Secondary Substation 

DESCRIPTION OF A REAL DEPLOYMENT 
OF SMART SECONDARY SUBSTATION 

Regarding Secondary Substation automation, the 
deployment of such advanced equipment allows 
managing a fully controlled and secure operation of the 
MV network. Information about accurate MV 
measurements, switching status, local alarms, interlocks 

and directional fault detection is collected in real time for 
a robust control of the MV network. In addition, it is also 
possible to perform an immediate remote maintenance 
operation using the information gathered in the Intelligent 
Electronic Devices (IED). This data allows the DSO to 
recognize remotely the current and previous status of the 
Secondary Substation without being on site. And last but 
not least, due to the large amount of IEDs deployed along 
the MV distribution network in the STAR project a 
system has also been developed to automatically manage 
all IEDs (automatic deployment and set up, firmware 
upgrading, configuration changes, etc.).  
 
Taking into account the fully automated Secondary 
Substations in the STAR project, two types of solutions 
can be defined: compact and modular substations. 
Depending on the electrical needs of the node (number of 
busbars, line feeders or transformers) one of the two 
options is selected. Therefore, the equipment installed in 
each solution is different, not only concerning the 
cubicles, but also the measurement sensors[2] and 
electronic devices. For instance, automated compact 
solutions are installed when there is only one busbar and 
no more than 3 line feeders and 2 transformers. In this 
type of installations, one electronic device groups all the 
electronic functionalities to control the MV part of the 
substation (remote terminal unit, fault detector, network 
analyser, etc.). The automated modular solutions are 
installed when there are more than one busbar or more 
than 3 line feeders or 2 transformers, and the IEDs are 
distributed according to the number of cubicles. 

DATA INFRASTRUCTURE 

The infrastructure implemented takes into account that on 
one hand, there is information exchanged between the 
DSO systems and the main electronic device on site, and 
on the other hand, in automated modular solutions, there 
is local communication among IEDs. Furthermore, the 
nature of the information is mainly real-time, but there is 
also data exchange on demand, for maintenance and 
device management purposes. 
 
For real-time communication, in order to have reliable 
information and full control over the automated MV 
network, two standards are used: IEC 60870-5-104 
between Distribution Operation Center and the Remote 
Terminal Unit (RTU) of the Smart Secondary Substation; 
and IEC 61850 among IEDs. 
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The data transmitted using IEC 60870-5-104 protocol has 
the following information: 
• General alarms: fire alarm, flood alarm, local or 

remote control status, urgent failure, etc. 
• Switchgear signals: switch status, urgent failure in 

the cubicle (interlocking, motor driven mechanism 
failure, tripping-coil failure, etc.). 

• IED Status: general protection status, recloser status, 
trip indication, definitive trip indication, fault 
isolation automatism on/off, network fault indication 
(directional). 

• Measurements: Current, active power and reactive 
power in each cubicle; busbar voltage. 

 
In addition to this set of data, the RTU is able to manage 
more non-real time information when required. It has an 
embedded web server to provide all the information, not 
only the data mentioned before, but also, fault 
information, event log, communication setup, protection 
settings, etc. 
 

 
Fig.2 Image of a fault information web page in the RTU 

 
All this information can be downloaded directly from the 
web server as files in different standard formats (txt, csv, 
xml). 
 
Furthermore, so as to deal with the IEDs of all Secondary 
Substations, an automatic system based on web services 
has been implemented. Automatic and massive tasks can 
be performed exchanging different services between RTU 
and the central system, and also between RTU and other 
IEDs in the same substation: first configuration on 
deployment, firmware upgrade, setup of protection relays 
and fault detectors, log download and configuration 
changes. All the data transmitted in these web services is 
in xml format. Apart from the information related to MV 
distribution network, in Secondary Substation there are 

other systems that require remote control, such as, LV 
Smart Meters and Data Concentrator management, or 
communication devices management. All the data 
transmitted in these web services is in xml format, being 
easy to process by any automatic procedure. 
 
Besides the information related to MV distribution 
network, in Secondary Substation there are other 
components that require remote management, such as, 
LV Smart Meters, Data Concentrator or communication 
devices (switches, routers). Therefore, different VLANs 
are used in order to transmit data from several systems 
through the same physical communication link. This 
allows separating different areas that are located in the 
same place. 
 
The communication infrastructure is formed by Optical 
Fiber, Power Line, Cellular and ADSL. Depending on the 
availability of the Secondary Substation different 
methods are used, in particular, a Local Area Network 
using PLC and a backbone to the data center through 
Optical Fiber. 
 
Therefore, data infrastructure is designed in such way 
that new devices, new functionalities and in general, new 
information can be added in the future. The use of IEC 
61850 allows adding more Logical Devices or Logical 
Nodes of information; the use of web services (and xml 
files) makes easier to implement new services in the 
future; and, finally, communication infrastructure using 
VLANs helps to separate the information depending on 
its nature. 

SMART SECONDARY SUBSTATION ASSETS 
STUDY 

The deployment of Smart Grids data infrastructure is a 
big opportunity for a new generation of information. It 
contributes in the diagnostics of network components and 
on-line monitoring of distribution assets. So, the question 
is how the Smart Grid infrastructure is able to facilitate 
asset management processes. More specifically, we will 
focus on the following DSO assets processes: 
• To prevent failures of equipment in service. Most of 

these failures imply services interruptions, need of 
equipment replacement and service restoration. 

• To prioritise new investment in network components. 
Replacement can be based on the equipment health 
index information, gathered automatically by the 
system. 

• To accept new installations built by third parties. 
These installations are part of the DSO network once 
they are accepted. The acceptance procedure is a key 
point in avoiding failures and maintenance problems 
in the future. 

• To extend the life of the network components. 
Depending on the service conditions and the network 
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demands many components could be maintained in 
operation further than their expected life span.   

 

 
Fig.3 Total population of GIS under analysis 

 
A critical component in the Smart Secondary Substation 
has been selected in order to have a clearer idea about 
how the new data may help the assets´ management 
processes stated above. This paper will show a thorough 
study of gas insulated MV switchgear in Secondary 
Substation will be presented. The study is based on data 
collected in the last 12 years. The total population of 
equipment taken into account is roughly 1,000,000 units 
and the first ones were installed 26 years ago. The 
equipment under analysis corresponds to the cgm 
families of gas insulated switchgears (cgm, cgm-96, 
cgm.cosmos and cgm.3). 
 
An analysis has been carried out on all reports of 
different events of the equipment installed in the field. 
The results of the analysis is that three main 
characteristics are critical in the degradation of the 
equipment and therefore in the “health of the asset”. 
These three main characteristics correspond to the 77% of 
the total events reported. The rest (remaining 23%) are 
related to different issues like transport impacts, 
installation, delivering errors, cable compartment 
damages, wiring errors in control boxes, etc. The three 
main groups are the following: 
 
The incidents related with failures in the solid insulation 
parts. All the reported events affected the electrical 
quality of service. These reports are around 13% in which 
a wrong installation or a degradation in a solid part of the 
switchgear led to a failure. The main parts of the 
equipment involved in this first group are the MV 
connectors, bushings, female bushings, busbars links, 
fuse holders and the incorrect earthing of components on-
site (connectors, voltage detection systems cables and 
sensors). 
 
The second group is associated with the correct pressure 
in the gas tank. In this case, many reports are not due to a 

fault in the network, since the equipment maintains the 
insulation level, but to a detection of a low pressure 
signal in the manometer. However, this mode of failure 
not only results in an operating incapability, but may also 
lead to an insulation failure in case of an overvoltage. 
There are several GIS points involved in the possible gas 
tank leakages such us manometer, junction bellows, 
bushings, welding, fuse holders, switch-mechanism 
joints, oxidation, etc. They represent 23% of the total 
reports analysed. 
 

 
Fig.4 Main degradation characteristics of GIS under 

analysis 
 
The third main group includes the moving parts of the 
switchgear. The reports are mainly related to the 
mechanical and electrical driving mechanisms, interlocks, 
motors, closing/opening buttons, tripping coils, auxiliary 
contacts, wiring connections, etc. 41% reports are related 
with this type of events.  

EVOLUTION (NEXT STEPS) 

The next step to answer the question if the Smart Grid 
infrastructure is prepared to help asset management, is to 
try to digitalize the critical degradation characteristics 
detected in the previous study. In order to do so, it is very 
important to define the sets of data that define the health 
index of the asset. In this case, based on the real 
experience of the reports, the three main characteristics 
detected (solid insulation, gas presence, 
electromechanical drive/switch) will be digitized and 
included in the index. To show the effectiveness of the 
data selected, it is also essential to analyse the time-frame 
of the evolution of equipment failure regarding that data. 
The following figure (Fig.5) shows the classification of 
the reports in four different groups. Events detected in 
equipment in service for less than 2 years, between 3 and 
5 years, between 6 and 10 years and for more than 10 
years. This shows that the parameters defined will have 
detected the incorrect health of a high percentage of 
switchgear in advance of a failure or a faulty operation.  
 
The following point describes how each of the three main 
characteristics is digitized to transform the qualitative 
characteristic into consistent numerical data.  
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Fig.5 Years in services of the GIS analysed before the 

reported event. 
 
Solid Insulation 

 

 
Fig.6 Solid Insulation PD Detection 

 
The partial discharge (PD) measurement[5] technique is 
very useful for detecting problems in solid insulation 
components. This technique is very well known in 
laboratory testing[6] or in commissioning processes. The 
challenge to apply this technique in our case, is to 
measure the high frequency activity on-site and on-line at 
the rated voltage of the MV network. Several tests have 
been performed in the laboratory and in the field, and the 
results show that simple sensors installed in the 
switchgear could yield measurements directly correlated 
with the quality of solid insulation of the installation. 
Furthermore, the measurements include the switchgear, 
MV connectors and the MV part of the distribution 
transformer. With these sensors it is possible to have 
accurate and periodic data about the peak value and the 
number of the partial discharges in the different sectors of 

the power frequency wave. This data give a periodic and 
consistent value of this important characteristic of the 
equipment. Besides, a force sensor in bushings could be a 
good complement to detect a correct installation of the 
MV connectors and cables.  
 
Gas Presence 
In most of the equipment there is a local indication of the 
pressure of the gas tank (Fig. 7). Although the reading is 
direct, its value depends not only on the internal gas, but 
also on the ambient temperature and the external 
atmospheric pressure.  
 
The measurements proposed are a combination of data 
between the internal and atmospheric pressures and the 
ambient temperature. These sensors periodically send the 
numerical values of these parameters with the aim of 
tracing the evolution of the presence of gas inside the 
tank. The values for the end of life specified by the 
switchgear manufacturer and identified in the name plate 
have to be taken into account to see the health of the 
equipment regarding this characteristic.  
 

 

 
Fig.7 Gas Presence Indication 

 
The service conditions have a deep impact in this 
characteristic. It is also proposed to have additional data 
about the location (GPS coordinates), atmospheric 
corrosion, altitude, ambient temperature, humidity, etc. 
Impact sensors and thermography inspection windows in 
cable compartment and in the gas tank are very useful for 
local maintenance. 
 
Electromechanical Drive/Switch 
Regarding the electromechanical moving parts, there are 
two types of sensors to be considered. The first group is 
formed by the auxiliary contacts to detect the position of 
the main switch, earthing switch, cable compartment 
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cover, presence of auxiliary voltage and interlock 
activation among other signals. Many of them are 
commonly used in remote control systems but the 
proposal is to complement them with new data. The 
additional measurements include: the time necessary to 
operate every opening/closing of the motor driven 
mechanism, the time delay when opening or closing 
among the auxiliary contacts, etc. A second group of 
sensors are the voltage and current MV sensors. It is 
possible to acquire the sample values of the V-I signals in 
the last periods in every opening and closing operation to 
see clearly if the electromechanical drive and the switch 
have a correct performance. Therefore, it is possible to 
have a periodic idea about the health of the 
electromechanical drive and the switch in every operation 
with all this new set of data. 
 
According to the previous analysis it seems that Smart 
Secondary Substations and the systems deployed are 
prepared to help the DSOs in improving the asset 
management processes. Adding some sensors to generate 
new data allows the DSOs to anticipate failures in 
network components with an impact in the quality of 
service. It provides objective criteria for prioritization of 
investment when replacing components, it helps to create 
ageing models for equipment life extension, it allows 
remote commissioning and faster after sales. 
 

 

 
Fig.8 Electromechanical drive/Switch 

CONCLUSIONS  

The DSOs are facing some use cases in Smart Grids 
projects mainly oriented to distribution automation, 
quality of service, automatic network self-healing, power 
flow control and advanced meter management, among 

others. The infrastructure deployed in these Smart Grids 
projects is ready to incorporate a new set of data 
associated with the health index of the assets. It allows 
the creation of compatible data models in order to 
communicate asset diagnosis information over the 
existing communication network and devices. Analytics 
tools and maintenance applications need to be developed 
at system level data. As an example, Iberdrola has 
deployed a Smart Grid over almost the complete 
electrical network in the past years following the STAR 
project. Taking advantage of this smart infrastructure, a 
practical approach for the previous assets analysis will be 
carried out in the new project, Bidelek 4.0. The 
implementation of the new functionalities includes the 
development of smart sensors to be integrated in the 
switchgears for measuring the critical factors identified in 
the study, a data model definition compatible with those 
currently existing in the infrastructure, big data tools for 
data analytics and asset management applications. This 
new project, Bidelek 4.0, will be a further step in the 
Internet of the Grid (IoG). 
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