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ABSTRACT 

The increased integration of distributed energy resources 

within distribution systems increases the necessity for 

operators to monitor and control low-voltage grids in 

order to maintain the stability of the distribution system 

to quickly identify and mitigate faults. This contribution 

presents a prototypical realization of the  “Reactive 

Operation” concept for monitoring smart LV grids. The 

core feature of “Reactive Operation” is to provide an 

operator only with information in case this information is 
required by the operator to identify unsuitable system 

behaviour (e.g. if faults occur) and to bundle the 

provided information event specific. This contrasts 

conventional supervisory control and data acquisition 

(SCADA) systems which constantly provide an operator 

with specific system information. The applicability of 

“Reactive Operations” in the context of  distribution 

system operation will be discussed and outlined in in the 

context of several  use case scenarios. 

INTRODUCTION 

Smart grid technology can be seen as an  enabler of the 

“Energiewende” (i.e. the transition of the energy system 

towards high renewable share) as they contribute to the 

reduction of CAPEX (Capital expenditure) thus keep the 

system affordable, while still enabling a safe grid 

operation. On the other hand the future OPEX 

(operational expenditure) resulting from the application 

of smart grid technology must not be neglected [1]. 

Consequently efficient network operation methods are 

required for future smart grids, that allow to efficiently to 
integrate the new components and controls in the daily 

network operation business considering different steps of 

operation (e.g. the planning process or the daily field 

work).  

Within the project DECAS1 the optimization of low 

voltage (LV) grid network operation was investigated 

with a focus on establishing new operational modes as 

well as integrating these with the existing routines and 

systems like MV and/or HV SCADA systems.  

LV grids are usually operated passively, meaning that 

they are in most instances not automated. Consequently  

                                                        
1 “DeCAS - Project.” [Online]. Available: 

http://www.decas-project.eu/. [Accessed: 05-Nov-2018]. 

hardly any measurements or automated processes are 

currently present at this system level. In contrast to this 

lack of information, classical grid operation in medium 

and high voltage tiers is subject to operators surveilling 

grids in topological views 24/7 which is usually achieved 

via the application of Supervisory Control and Data 

Acquisition (SCADA)[2] systems. This form of 

surveillance requires the undivided attention of personnel 

and, more critically, a detailed modelling of the entire 

grid in a topographical and electrical database.  

HV/MV operators are usually presented with one or 

several visual fault indicators. The interpretation and thus 
the appropriate reaction to mitigate a fault is up to the 

operators expertise.  

The shift from passive towards active operation in low 

voltage networks, which is caused by the increased 

integration of renewables and prosumers in the 

distribution system, requires observability and 

controllability in these formerly passive parts of the 

distribution grid in order to maintain their stability. Given 

that the number of grids monitored by a distribution 

system operator increased exponentially with decreasing 

voltage level (e.g., an Austrian DSO has to monitor 46 
primary and about 11000 secondary substations [3]) the 

application of surveillance modes used in higher voltage 

tiers is infeasible, as it would require a significant 

workforce to continuously monitor to the massive 

number of grids and the assets therein. The challenge of 

monitoring highly distributed and large systems is not 

unique to the energy domain, as the advent of the internet 

of things (IoT) and the resulting cyber physical systems 

(CPS) in different application domains face similar 

problems regarding monitoring and control [4]. Within 

DECAS [5] it was investigated to what extend concepts 

stemming from the  IoT/CPS domain are applicable in the 
context of low voltage grid operation and could be used 

to enhance future grid operation.   

This article will present the resulting monitoring and 

operation approach the so called “Reactive Operation”. 

The applicability of “Reactive Operations” in the context 

of  distribution system operation will be discussed and 

outlined in the context of several  use case scenarios. 
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SYSTEM OVERVIEW 

Reactive Operation Paradigm 

The concept of reactive operation was initially introduced 

in [6]. The concept has been previously used and 

demonstrated in the context of a virtual smart city 

simulation testbed [7]. As the name suggests it is based 
on the idea that an operator is only interested in the 

system’s state in the case of noteworthy events (e.g. 

occurring faults) in order to react to these events.  

In addition, only system information which enables an 

operator to react to an event (i.e. help her to identify and 

resolve an event) should be presented to her in a way 

which eases fault identification and handling. This 

assumes some intelligence in post-processing or on the 

device side (e.g. via methods of event detection and 

information bundling), the exact extent of which is 

scalable as one moves along the degree of assistance 
provided by the system. The complete process of reactive 

operations can be summarized in three steps: 

 

1. Notify 

The operator must be informed of the occurrence of a 

noteworthy event in the grid over a suitable 

communications channel. Dependent on established 

backend systems and the urgency of the fault, this can 

be email, SMS or smartphone push-notifications. 

2.  Inspect 

The operator is now tasked with inspecting the fault at 

hand, with the ultimate goal of making sense of the 
data and coming to a conclusion as to what exactly 

occurred. For example, being presented with loss of 

voltage measurements at certain points in the grid 

might lead to the conclusion of a power outage due to 

broken cabling. 

3.  React 

With the cause of the failure established, the operator 

decides on an appropriate course of action, which 

might include remotely operating a switch, adjusting 

algorithm parameters, or dispatching a work crew. 

Prototypical System Architecture 

While the reactive operation concept is technology 

agnostic it was implemented in a first prototype to 

evaluate its applicability in the domain of power systems.  
Figure 1 shows the minimal assumed architecture 

required to drive reactive operations. A number of 

unspecified field devices (e.g. smart meters, grid sensors) 

push measurement data towards a higher-tier system, 

which can be either on the edge/aggregation level or in 

the cloud altogether. Note that reactive operations scales 

with the degree of field monitoring available: the more 

measurements, the more detailed the fault report will be. 

As per the steps presented in section before, the operator 

will, at some point after being notified of the event 

occurrence, want to know what happened and inspect the 

event.  
 

Figure 1: Proposed architecture to drive reactive 

operations 
 

To enable event inspection a dedicated event 

visualization application called WARP was developed as 

a proof of technology prototype. WARP constitutes a 

browser-based application that is able to load and display 

events to a system operator. A sketch of the technology 

stack used to realize WARP is shown in figure 2.  

 

 
Figure 2: Technology overview used in WARP  
 

A typical WARP event, which presents itself to an 

operator upon logging into warp and clicking on an event 

is presented in figure 3.  

 

 
Figure 3: WARP example without filtering 

 

Once the operator logs into the system, she/he is 

presented with a timeline display of all events that 

occurred since her last login, in chronological order. 

Selecting an event on the timeline will cause WARP to 
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load time series data around the event occurrence for all 

data points bundled with the event: the source data point 

and all associated data points. The operator is able to 

inspect all data points and use filters to mask  and or 

depict additional data points allowing him/her to assess 
the impact of the event on different data points  in order 

to derive the origin of the event.  

PROOF OF CONCEPT RESULTS 

This section shows the final prototypes demonstrating the 

reactive operations approach. For this purpose a LV grid 

based on one of a typical Austrian village [8] was 

modelled and different event scenarios were generated, 

which are described in more detail below. The interested 

reader can refer to [9] for further scenarios. 
 

Event Scenario 1: “Firmware” 

Initial situation: Several smart meters no longer provide 
values. They are located in different feeders at different 

positions as shown in figure 4.  

 

  
Figure 4: Investigated LV Grid with corrupted 

measurement devices highlighted according scenario 1 

(Source: R. Schwalbe, AIT) 

 

Upon selecting ‘Recent Events’ in WARP, the operator is 

presented with a depiction of the meter values which lead 

to the event generation as shown in figure 5. In the upper 

chart the trigger event is displayed which is the 

‘Information loss Meter 20’ in this case. Below the upper 
chart, all time series data bundled with the event are 

listed. 

By using the filter ‘anomaly’ all of the time series data 

connected with the trigger event that show an anomaly 

(here loss of meter information) are listed below the filter 

section.  

 

 
Figure 5: WARP view on scenario 1 result (1) 

 

The analysis of the listed data points in figure 6 reveals 

that all meter data points have an anomaly (‘A’ badge). 

Three of them are in the same feeder and all of them have 

the same firmware. Thus there is a strong indication that 

the information loss could have been caused by a faulty 

firmware. Additionally the WARP ‘make multi-point’ 

feature was used to show the data loss of the different 

smart meters.  

 

 
Figure 6: WARP view on scenario 1 result (2) 

 

The ‘Feeder’ filter (Figure 7) for instance presents all 

smart meter data points from the same feeder that are 
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connect to the trigger event. Three data points show an 

anomaly and those three have the same firmware. This 

corroborates the indication for a faulty firmware, as other 

smart meters in the same feeder still deliver values. 

 

 
Figure 7: WARP view on scenario 1 result (3) 

Scenario 2: “Fuse” 

An unusual power jump has been detected in the active 

power curve of the transformer, which lead to the 

generation of an event. Some smart meters deliver only 

the value zero on phase A and all of them are located in 

the same feeder (figure 8). This could be an indication 

that the fuse on phase A has tripped. 

 
 

Figure 8: Investigated LV Grid with corrupted 

measurement devices highlighted according scenario 2 
(Source: R. Schwalbe, AIT) 

As depicted in figure 9, some smart meters show the that 

the voltage level jumps to zero. By pressing the 

‘Anomaly’ filter the operator is provided with the 

information that all anomalies, which were detected 

shortly after the initial event occurred, are located in the 
same feeder and in the same phase, which could have 

indeed been caused by a triggered fuse in phase A. 

Referring to the generated event, the fuse could have 

triggered due to a high power demand. 

 

 
Figure 9: WARP view on scenario 2 result 

Scenario 3: “Excavator incident” 

The third scenario features another unusual power jump 

in the active power curve of the transformer, which 

triggered the assembly of an event. Some smart meters no 

longer deliver values and all of them are in the same 

feeder, one after the other. The Event Machine generated 

the ‘power transformer loss’ event due to an unusual load 

drop in the transformer, as shown in (Figure 11). 

 
Figure 10: Investigated LV Grid with corrupted 

measurement devices highlighted according scenario 3 

(Source: R. Schwalbe, AIT) 
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Figure 11: WARP view on scenario 3 result 

 

It is also evident that, filtered by anomalies, all smart 

meters in the same feeder from a certain location on 

deliver no more values. This indicates a three-phase earth 

fault, which could have been caused, for instance, by an 

Excavator. 

CONCLUSIONS AND OUTLOOK 

Reactive operations is a technology driven proof of 
concept with the goal sketching a way how a future 

digital distribution system operator as envisioned here 

will be enabled to handle upcoming complex systems in 

place. As a continuous depiction of the entire LV system 

state is not feasible, reactive operation focuses on 

detecting system events and bundling these events with 

relevant information in scenarios which can easily be 

interpreted by operators and used to timely identify and 

mitigate errors occurring in an LV-grid.  

The applicability of the reactive operations concept has 

been demonstrated based on three potential LV fault 
scenarios (firmware, phase fuse, excavator). In a next step 

the integration of the reactive operations in the context of  

higher level DSO processes and systems is planned.   
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