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ABSTRACT 

To enable the integration of smarter and more flexible 

assets, requiring real-time data exchange, a progressive 

implementation of last generation Information and 

Communication Technologies (ICT), capable of providing 

management capabilities over more complex networks, 

must be expected [1]. 

As the modern energy transition brings more dynamic 

challenges to which the Electrical Power and Energy 

System (EPES) stakeholders will need to attend, in a 

digital enabled ecosystem it is reasonable to view the 

smart grid as a necessary evolution to handle new 

requirements, such as digital security, real-time 

interoperability, and extended connectivity. 

This work presents a general overview of relevant cross-

cutting issues and fundamental requirements to be 

considered while tackling important digital and security 

challenges in the implementation of prominent smart grid 

use cases. 

INTRODUCTION 

In the digital era system operators will need to attend to 

some factors that will affect their capability to keep 

winning in a more decentralized energy ecosystem.  

As more flexible approaches must be considered to keep 

managing and balancing supply and demand efficiently, 

while a higher integration of distributed heterogeneous 

resources and smart energy services in local energy 

systems is expected, and different stakeholders, e.g., 

market agents and end users – continue to require a more 

active role in the trade of electricity, the digital disruption 

is on the move for utilities, as a kilowatts to kilobytes 

mind-set change is required to face a new paradigm, where 

energy will become less valuable compared to data based 

services. 

Well-known and legacy solutions will need to interact with 

quite unknown innovations as predictable business across 

the entire value chain of the EPES become more 

unpredictable, and long term planning and linear 

development shifts to a dynamic and more agile model, 

where data access and digital market processes will 

become a focus point to promote a new digital business 

environment. 

The exploitation of new digital end-user centric energy 

services requires a full connectivity coverage across wider 

smart urban environments, where multiple interoperable 

actors, e.g., micro grids, buildings, prosumers, flexible 

assets, and incoming energy players, such as the e-mobility 

sector, will rely on massive data exchanging and 

processing, leveraged by cloud and edge computing and 

Artificial Intelligence (AI) applications. 

From the system operator’s perspective, the 

implementation of smartness via innovative ICT enabling 

real-time monitoring and control will become even more 

relevant to reach a fully automated operational 

environment, capable of integrate data mining and 

analytics, enhanced Internet of Things (IoT) connectivity, 

AI based forecasting and optimisation, which associated to 

a deep understanding of the power markets and trading 

expertise, will unleash the full potential of the digitalised 

smart grid. 

THE DIGITAL SMART GRID  

Cross-cutting challenges and requirements: 

With more connected smart devices – meters, sensors and 

controllers –, higher demand response and available 

flexibility capacities, and increased penetration of e-

mobility solutions and behind-the-meter generation 

impacting on power demand, recent initiatives resulted in 

new reference architecture models, standards and 

protocols to comprehensively address different cross-

cutting issues and allow an effective implementation of 

digital smart grid technologies. 

Relevant use cases are also emerging to exploit the 

integration of innovative ICT solutions and the 

implementation of preventive tools compliant with the 

cyber security strategy for smart grids. These viewpoints, 

as essential elements of the smart grid, cannot be 

decoupled from the power technologies. Under this 

context, EPES vertical use cases present specific 

requirements pushing beyond what commercial telecom 

solutions are capable of providing nowadays [2]. 

Considering that the modern EPES presents an 

environment with a massive dissemination of Distribution 

Automation (DA) technologies, a preponderant factor is 

related with the specificity of the deployment and use of 

these solutions. Since DA typically represents high-

priority assets implementing remote real-time monitoring, 

protection, automation and control, critical synchronized 

machine type communications are required, with low 

latency, high availability/reliability, bandwidth, 

connection density, area coverage and security. 

Across the interoperability dimension of the smart grid 

typical cross-cutting issues are system performance and 
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cyber security. The smart grid expansion accelerates 

entailing additional security risks, mainly related with [3]:  

 The complexity of the system and the number of 

accessible nodes, increasing the number of entry 

points and thus the exposure to threats and 

unintentional errors;  

 The amount of interconnections and cross-network 

links among multiple smart grid domains, increasing 

the potential of cascading failures due to denial of 

service attacks trough malicious software/firmware 

intrusions or compromised hardware;  

 Extensive data gathering and bidirectional flows, 

increasing the risks related with data confidentiality, 

integrity and availability. 

As the abovementioned requirements and security issues 

deeply impact on the system’s operational performance, 

they must address the following key technical challenges 

related with DA: 

 Massive electronic equipment density at the field 

level, computer-based or microprocessor-based, – 

e.g., controllers, Remote Terminal Units (RTUs), Bay 

Controller Units (BCU), Intelligent Electronic 

Devices (IEDs), data concentrators, and gateways –, 

also including power equipment – e.g., transformers 

and switchgear –, requiring a wide-area coverage and 

significant traffic volume;    

 Massive machine type communications, covering not 

only different technologies (e.g. optical fibre, Wi-Fi, 

GPRS, PLC and satellite), but different protocols 

(e.g., Ethernet, TCP/IP, IEC 61850, web services and 

VPNs), and requiring high availability/reliability, low 

End-to-End (E2E) latency and cyber security; 

 Enhanced broadband and per device data rate, for data 

exchanging and management, covering data 

collecting and analysing, storing and providing, to 

users and applications, and the issues related with data 

identification, validation, accuracy, updating and 

time-tagging to ensure consistency across databases; 

 System integration and interoperability, covering 

networking and information exchanging among 

multiple interconnected systems, while handling key 

security issues security, e.g., access control and data 

identity; 

 Integrity of software applications, e.g., data 

acquisition, mining and analytics, algorithms, AI-

forecasting and optimisation tools, or any other type 

of computer-based system implemented at the cloud 

level or at the control centre systems. 

5th Generation ICT features to leverage the digital 

grid: 

As today’s EPES communications, control and data 

frameworks where not conceived to support multiple 

applications scenarios, increasing numbers of remote-

stations, data volumes and service [2], new requirements 

will shape the future smart grid reference architecture.  

A consumer-centric system must be envisioned, 

particularly adapted to new digital tools supported by a 

real-time communication layer, to leverage the value of a 

prosumer-centric flexibility trough the extended 

connectivity enabled by the digitalisation at the ICT 

interoperable dimension of the smart grid. 

Smart sensors networks, big data analytical algorithms, 

and impactful business models will leverage the Internet 

of Energy (IoE), as extensive IoT networks interacting 

with connected power assets and edge devices across a 

wider digital ecosystem will realise a smarter power 

infrastructure. 

In all domains – generation, transmission, distribution, 

DER and consumer premises –, the ICT interoperable 

layer connects the component ecosystem and the 

functional and business dimensions for every hierarchical 

management level of the EPES, i.e., from process and field 

zones, through station and operation, to enterprise and 

market ultimately. Prominent 5G features, such as massive 

Machine Type Communications (mMTC), enhanced 

Mobile Broadband (eMBB) and ultra Reliable Low 

Latency Communications (uRLLC), largely benefit 

critical functions and applications addressed by the most 

relevant architectures proposed for smart grids – [1] –, 

such as:  

 Supervisory, Control and Data Acquisition (SCADA), 

Energy and Distribution Management Systems 

(EMS/DMS); 

 Asset management, predictive maintenance and 

Outage Management Systems (OMS); 

 Substations and feeders automation; 

 Forecasting and optimisation applications; 

 Distributed intelligence and control applications; 

 Advanced Metering Infrastructures (AMI) and IoT 

management systems; 

 Virtual Power Plants (VPP), Distributed Energy 

Resources (DER) and Demand Response (DR) 

management systems;  

 Aggregation and market interfaces; 

Relevant use cases enabling 5G ICT use:  

Table 1 – Prominent smart grid use cases characterization.  

Use Case Scenarios Performance 

requirements 

Smart grid self-

healing 

Protections 

coordination; 

Automatic 

network 

reconfiguration 

(P2P IEDs); 

Differential 

potential for fault 

detection and 

isolation.  

E2E latency: 

≤3ms; 

 

Bandwidth: 

≈20/2Mbps; 

 

Coverage: 

≥10 km2 

(MV level) 

 

Availability/ 

reliability: 

≥99.999% 
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Synchronized 

data exchange 

and critical 

signal 

communication 

across wide 

AMI and IoT 

networks  

Critical last-

gasping 

communications, 

and enhanced 

synchronisation 

on data 

acquisition, from 

smart meters and 

sensors.  

 

E2E latency:  

≤1ms; 

(last-gasp and 

synchronised-

acquisition) 

 

Density: 

[100-10000] 

devices/km2; 

 

Availability/ 

reliability: 

≥99.99% 

 

Requirements mapping:  

 
Figure 1 – Relevant communication requirements for the self-

healing implementation. 

 
Figure 2 – Relevant communication requirements for the 

implementation of advanced monitoring in smart grids with high 

smart devices penetration. 

Cyber-security fundamental requirements for the 

digital grid: 

As mentioned previously, the digital transformation will 

entail the integration of multiple interoperable actors 

bringing digital services and IoE to the day-by-day 

operational reality of the EPES. To ensure secure 

interactions among all of the stakeholders, apart from the 

desirable E2E connectivity and big data analytics, a 

holistic cyber security approaches will be required. 

Recurrently referenced as the world’s largest 

interconnected machine, and one of the most capital-

intensive infrastructures, the EPES also represents a 

critical infrastructure for the economy globally, that should 

cost efficiently integrate the behavior and actions of 

increasing numbers of users connected to it – from 

producers, to consumers and prosumers –, in order to 

ensure sustainability, economic efficiency, reliability and 

security in electricity supply.  

In the process of becoming increasingly smarter, the 

system is expanding to support more interconnections that 

may become portals for intrusions, error-caused 

disruptions, malicious attacks, among other threats, 

increasing the concerns regarding its protection. 

Compliant with thins awareness, some of the most relevant 

guidelines for the smart grids’ cyber security strategy are 

as follows [3]: 

 Prevention: actions taken for the continual assessment 

of necessary actions to reduce the risk of threats and 

vulnerabilities, to stop occurrences, and mitigate 

effects of cyber security breaches and attacks; 

 Detection: approaches to identify anomalous 

behaviours and intrusions, detect malicious code and 

other possible disruptive actions against the EPES 

operation; 

 Response: activities that address short-term effects of 

an incident, to be immediately put in place to save and 

protect human-lives and property; 

 Recovery: development and execution of service-

restoration plans to recover the normal operation of 

the smart grid.     

Considering all of the possible interfaces within a smart 

grid, the impact of a failure, intrusion, or any other type of 

generic security threat on the system’s performance can be 

rated as low, moderate, or high, and assigned to each of the 

following topics [3]: 

 Loss of confidentiality: unauthorized disclosure of 

information; 

 Loss of integrity: unauthorized modification or 

destruction of information;  

 Loss of availability: disruption of access to or use of 

information or an information system. 

A general cyber security strategy should consider the 

multiple interfaces within the smart grid environment, and 

address the recommended guidelines to implement 

security mechanisms capable of protect the entire 

ecosystem, i.e., the smart grid control plane and its 

interoperability layers – functions, ICT, and components –

, from the security breaches it is exposed to. 

Together with the critical infrastructure, also the elements 

that constitute its backbone, such as control and 

monitoring systems, and DA technologies, must be a 

focused for the cyber security strategy to implement. 

These control plane ecosystem combine remote and 

central SCADA systems, advanced RTU, BCU and IED, 

that have been evolving to become smarter, and now 

support serial and Ethernet communication, data logging, 

analogue and digital inputs/outputs. Currently, new 

vulnerabilities and threats to these types of assets have 
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emerged, so their protection and their capacity to avoid 

cyber-attacks is a primary concern. 

Cyber-security is also a fundamental requirement when 

addressing massive IoT integration in the system.  

The case of the e-mobility penetration is one of the most 

representatives, as the automotive industry is today a 

major frontline for cyber security, changing rapidly due to 

the expansion of the e-mobility sector and the incoming 

trend of autonomous driving vehicles. The increasing 

digitalisation of the industry, and its demand for 

permanent connectivity, is transforming the vehicles and 

the support infrastructures (e.g., charging stations and 

parking) into more complex cyber-physical systems, 

making it more vulnerable to cyber threats. Major 

challenges brought by the e-mobility integration comprise 

costumer centric services that entail classical IT security 

vulnerabilities (e.g., regarding data privacy and 

confidentiality), namely when authenticating into the 

charging infrastructure, monitoring and processing the 

payments in public and shared facilities where different 

entities (e.g., vehicles, infrastructure providers, energy 

companies and billing service providers) must be seamless 

integrated. 

Additionally, in case of a connectivity disruption or a 

breach in the data integrity in the sequence of a hacking 

attempt in a charging station, not only the vehicles 

connected into it are at risk, but also the hosting smart grid. 

This critical frontier is set by the interconnection point 

between vehicles and chargers, and between the IT back-

end systems and the IoT infrastructure. The high demand 

for connectivity on the e-mobility sector exposes a wider 

vulnerability surface of the EPES that might be exploited 

and thus setting a new paradigm within a typically self-

centred and closed system. 

Relevant use cases pushing forward the cyber 

security:  

Table 2 – Prominent smart grid digital security use cases 

characterization. 

Use Case Security Goals 

Different attack 

vectors at the 

substation level 

System: maintain normal 

operation while isolating the 

attacked equipment; 

Devices: identify attack sources 

and apply contingency and 

corrective measures. 

Critical 

communications 

between substations 

and  SCADA 

Ensure integrity and secure 

communications.    

IoT integration, 

particularly e-

mobility 

Ensure data privacy and 

confidentiality without 

compromising the service or the 

billing.    

REMARKS 

Some of the challenges identified in this work are already 

being tackled in several initiatives, where some of the most 

relevant cross-cutting issues related with the smart grid 

digitalisation and cyber security are addressed, and where 

exploratory use cases are helping to define the 

requirements to be addressed by the most promising ICT. 

As a wider interoperability and an extended connectivity 

are required, several new use cases are expected to emerge, 

which will help to better understand the technical 

limitations the operators are dealing with, and highlight the 

most prominent strategies, including architectures, 

technologies and business models, that should enable a full 

digitalisation of the EPES.      

 

REFERENCES 
 

[1] CEN-CENELEC-ETSI Smart Grid Coordination 

Group, 2012, Smart Grid Reference Architectures, 14. 

[2] 5G-Infrastructure-Association, 2015, 5G and Energy, 

3, 7.  

[3] Smart Grid Interoperability Panel – Cyber Security 

Working Group, 2010, Introduction to NISTIR 7628 –

Guidelines for Smart Grid Cyber Security, 7, 8, 11. 


