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ABSTRACT 

In recent decades growing number of Information 

Communication Technology applications have been 

widely deployed in Electric Power System and bonds 

between these devices and system operation are getting 

tighter and more complex. This boosts joint analyses that 

consider power transmission sector, communication 

sector and decision-making sector together. In this paper, 

a hybrid object-oriented method that combines Agent 

Based Modelling and sequential Monte Carlo simulation 

is applied to study the phenomenon of cyber-induced 

cascading failures in power system and to explore how 

human operators could affect energy loss of the system. It 

is found that a vulnerable communication sector alone 

could do least harm to the system but the chance of 

loading shedding due to islanding would increase 

considerably if stochastic faults of power system 

components are also taken into account. Besides, 

conclusions are also made that timely response from 

operators could effectively reduce unsupplied energy, the 

amount of which decreases along with shorter response 

time of human operators. 

INTRODUCTION 

Different types of Information Communication 

Technology (ICT) devices are widely engaged in 

achieving real-time monitoring and wide-area controls for 

Electric Power Systems (EPS) [1]. They all together form 

the Supervisory Control and Data Acquisition (SCADA) 

system, which connect human operators and field level 

devices being controlled [2]. From the perspective of 

simulation, interconnected electrical power and ICT 

system could be further divided into three parts according 

to functionality, power system, SCADA system and 

human operators.  They each include sets of variables that 

may affect system performance as a whole via cross-

sector relationships, also named cyber-physical 

interdependences [3].  

It is globally consensual that EPS are critical 

infrastructures that should never be compromised and it is 

an absolute task for researchers to provide systematic 

protection scheme against potential vulnerability. This 

calls for joint analysis of the interconnected system that 

take into account features of different sectors and their 

interdependences.  

Different modelling and simulation methods have been 

used for exploring multi-sector system [4] but there is no 

overarching solution that includes every dimension of the 

system. Apart from a number of co-simulation testbeds 

that have been developed [5], most  studies  used 

simplified and indicative model into quantifying impacts 

of cyber-attacks against EPS. Most of the relevant 

reliability analyses use Markov models to capture 

sequential steps of incidents such as cyber intrusions and 

system state transitions [6], [7]. In their studies, only 

probabilistic criteria are considered and the event-driven 

control schemes are neglected.  

The aim of this study is to identify and model cyber-

physical interdependences within EPS and to assess how 

vulnerable SCADA system could be regarding cascading 

failures. Focus is on demonstrating a multi-sector 

reliability analysis that is able to quantify inherent cyber-

induced blackouts and establish how the response time of 

human operators affect overall system reliability under 

different circumstances. In order to take advantage of 

both deterministic and probabilistic analysis, a hybrid 

object-oriented modelling approach is used that  

combines Agent Based Modelling (ABM) and sequential 

Monte Carlo (MC) simulation and advances the method  

presented in [8] by considering vulnerability of SCADA 

system.  

The approach is illustrated on the  IEEE Reliability Test 

System (RTS) 1996 [9]. All simulations are performed in 

DIgSILENT Power Factory [10].  

MODELLING FRAMWORK 

The analysis starts with constructing agents in the model. 

Agents are individuals governed by a set of rules which 

determine their states based on previous states of 

themselves and other related agents [11]. If time-related 

parameters are contained in those rules, state transitions 

of agents could be measured in time and if rules are 

threshold-based, deterministic analysis could be 

incorporated. In the model used in this study, the agents 

are generators, loads, transmission lines, Intelligent 

Electronic Devices (IED), Local Area Networks (LAN), 

Remote Terminal Units (RTU), sensors of SCADA 

system and human operators. Their state transitions are 

described using what-if rules, which include 

chronological history of component state transition, 

event-driven protections and load restoration scheme.  

The fundamental relationships between agents are their 

topological connections. As far as communication system 

is concerned, the communication network connections 

influence the reliability of power system operations [12]. 
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Figure 1 Three-layer EPS model 

 

Star topology is selected to avoid bias caused by 

locations of data aggregation points. Multiple types of   

communication media are introduced to guarantee 

adequate availability as well as capacity for information 

transmission bandwidth [13]. Figure 1 presents the three 

sectors of combined ICT and EPS system in layers, each 

of which is represented by nodes and links. The lowest 

layer is power system consisting of busbars and 

transmission lines. The middle layer is a communication 

system made up of Power Line Carriers (PLC), providing 

routes for information exchange between nodes and the 

top layer are the encrypted communication channels 

between human operators. Vertical links between 

communication nodes and human operators are Optical 

Fiber (OF) connections, representing dedicated paths for 

communication between remote sites and Control Center 

(CC). Different colors of nodes and lines indicate 

different control zones.  

 

Modelling of power system under control 

This part of modelling is based on [8] regarding basic 

agent behavior rules. Normal state of power system 

sector is modelled by DC load flow calculation. It is 

assumed that the power supply is constrained by the 

maximum generation capacity and that the load demand 

is satisfied by available generators according to their 

priority ranking. Since the test system is comprised of 

three regions governed by different operators, power 

outputs in each region are firstly supplied to local loads. 

In the case that power outputs in the zone are insufficient, 

cross-region dispatch will be ordered to achieve overall 

balance.  

The signal of abnormal state is load shedding, which also 

indicates the start of blackout. There are four time-related 

processes that may lead to loading shedding.  

The first one is the stochastic failure of transmission lines 

and generators. Agents here are either working normally 

or out of services due to certain faults. Duration of the 

two states ∆tTTF  and ∆tTTR  could be formulated as 

followed [14]:    

∆𝑡𝑇𝑇𝐹 = −𝑀𝑇𝑇𝐹𝑙𝑛 𝑈  (1) 

∆tTTR = −MTTRln U′  (2) 

Mean Time to Fail (MTTF) and Mean Time to Repair 

(MTTR) are reliability data of power system components. 

𝑈  and 𝑈′  are uniformly distributed random numbers in 

the interval [0, 1]  corresponding to different state 

transition.  

The second process is load restoration scheme. When 

there are inadequate generation outputs, the operators will 

issue commands to disconnect some loads to restore 

balance and when there are enough reserves, 

disconnected loads could be restored. The duration of 

load disconnection   ∆tS  varies with the size of load.  

The third process refers to reconnections of tripped 

transmission lines. IEDs at both ends of a transmission 

line are set to isolate the components if loading of the line 

is over outage threshold. To avoid immediate recurrence 

of overload, the line is either reconnected back 

automatically after an hour or reconnected via commands 

of operators if voltage angular difference at terminals of 

line is under the pre-set threshold. The time needed for 

line reconnection is represented by ∆tC. 

The last process is correction of overloads. Instead of 

disconnection, transmission lines that are loaded just over 

100% will trigger warnings to be sent to operators and it 

takes certain time for them to make decisions given what 

they observed. Specific corrective actions are formulated 

as Optimal Power Flow (OPF) in different control zones 

with objective function to minimize values of generation 

re-dispatch and partial load shedding. ∆tR  indicates the 

total time, starting from decision-making until the action 

takes place. Partial load shedding could only be cancelled 

when all transmission lines in the region are under 

loaded.  

 

Modelling of SCADA system 

In the model, the functions of the ICT devices in the 

SCADA system are described with relevant details 

reflecting the network topology.  

Figure 2 shows how different types of information are 

exchanged between a power plant node and CC. Just as 

the figure depicted, agents of power systems are equipped 

with monitoring sensors and control IEDs which are 

wirelessly connected by LAN at field level. RTU, as the 

interface to wide-area communication network shown in 

Figure 1, has full access to all information. At the node 

representing CC no specific ICT devices are modelled 

due to its structural complexity in the real world. The 

states of power system components (i.e.  𝑆𝐷 , 𝑆𝐿 , 𝑆𝐺  ), 

measurements of active power flow (i.e. 𝑃𝐷 , 𝑃𝐺 , 𝑃𝐿) and 

warning of overloads (blue arrows in Figure 2) are sent 
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Figure 2 Information exchange mechanisms between CC 

and power plant node 

 

out from different remote sites while commands of load 

restoration, transmission line reconnection, generation re-

dispatch ∆𝑃𝐺  and load shedding ∆𝑃𝐷  (red arrows in 

Figure 2) are sent reversely. The local communication 

refers only to the continuous checking of IED of line 

power flows. There is also a contingency-driven 

communication mechanism between adjacent CCs that 

enables corrective actions to be taken in both areas.  

The criticality of the information decides what type of 

communication media to use. The primary information is 

related to event-driven protection while the local 

communication via LAN ranks second. The least 

important is the wide-area communication for monitoring 

purposes, where certain percentage of data loss is 

acceptable [15]. Therefore, OF links are dedicated as 

channels for human operators to send commands or to 

communicate with each other while PLCs are channels 

for transmitting monitoring data. The attenuation effect of 

disconnection of a transmission line is assumed to be 

high enough to cancel out signals transmitted through. In 

other works, random failures of transmission lines have 

cross-sector effects on SCADA system. 

ICT devices above are modelled as two-state components 

that suffer from stochastic faults just like generators. 

Duration of their alternative states could also be 

determined by Equation (1) and (2) using data in Table 1. 

 

Table 1 Reliability data of ICT devices 

 

Device MTTF MTTR  Ref 

Sensor 8760 hour/failure 30 hour/repair [16] 

RTU 15570 hour/failure 50 hour/repair [17] 

LAN 15600 hour/failure 50 hour/repair [18] 

IED 168000 hour/failure 48 hour/repair [19] 

OF 333333 hour*km/failure 0.16 hour/(repair*km) [20] 

As actual ICT devices are designed to cope with multiple 

situations, its out-of-service state could be presented as 

different failure mode. For example, failure of IED of a 

transmission line could be either failure to close or failure 

to open circuit breaker. In order to save some 

computation cost, it is assumed that failure of any ICT 

device leaves the component in previous state and 

therefore refers to inability to process further actions. 

 

Modelling of human operators 

In the model the process of decision-making in human 

operator sector is divided into three stages.  

The first stage is to have redundancy check of monitoring 

data. Since cyber-attacks are not taken into consideration, 

data successfully arrived at CC are assumed to be 

trustable. According to Kirchhoff's circuit laws, the sum 

of currents in conductors of a network meeting at a node 

is zero. In DC power flow calculation, branch flows into 

or out from a busbar share the same voltage level so the 

active power flow sum at a busbar should equal to zero as 

well. m out of n (𝑚 ≤ 𝑛) measurements are received by 

zone operators. As the number of solvable unknowns in 

multivariate linear equations equals to the number of 

equations, the number of busbars in power system k is the 

maximum tolerance of missing data (i.e. 𝑘 ≥ 𝑛 − 𝑚). If 

there are sufficient measurements, what operators 

observe via SCADA system is the same as DC power 

flow calculation of power system.  

The second stage is to generate appropriate set of pseudo 

numbers to describe current state of power system if 

𝑘 < 𝑛 − 𝑚 . Historical data of load demands would be 

added as highly reliable source of data. If 𝑘 ≥ 𝑛 − 𝑚 is 

satisfied after then, the rest of missing measurements 

would be derived using node sum equations. Since this 

set of equations could only be derived when topology of 

system is fully observable, if there is some missing 

information about states of components, it is assumed 

that every component in power system stays in the same 

state that it was at last sampling moment so that equations 

are always easy to obtain. If there are still not enough 

measurements, then operators would reorganize the 

values of economic dispatches according to the priority 

list of generators. Received data, load historical data and 

observed topology of the network are considered in the 

additional DC power flow calculation.  

The final stage is making decisions based on observations 

and sending out commands. Human operators with 

derived full sets of measurements could make decisions 

regarding the  on following actions: (1) Assign economic 

dispatch to satisfy active load demands; (2) Arrange 

cross-region dispatch through tie lines if capacity in the 

control zone is insufficient; (3) Disconnect one or several 

randomly chosen loads in the zone if total outputs in all 

three areas are sufficient; (4) Recover disconnected loads 

when enough spare capacity is observed; (5) Generation 

re-dispatch to ease loading tension of transmission lines; 

(6) Partial load shedding in the zone if necessary; 
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(7) Cancel partial load shedding if no more overloads are 

observed; (8) Reconnect tripped lines when voltage angle 

of busbars is within security limit.  

Using the above method, vulnerability of biased 

judgments of operators caused by faults of ICT devices is 

emulated and in this condition, load shedding is enforced 

if generation-demand balance is not achieved and 

protection actions may turn out to be useless or even 

harmful. 

SIMULATION AND EXPERIMENTS 

 Simulation algorithm 

Sequential MC simulations in this paper use state 

duration sampling method [14] to create chronological 

histories of components state transitions in the one-year 

simulation span. Both load demand in hourly resolution 

and components with stochastic failures are sources of 

sampling points. All agents start with normal in-service 

state and sampling points at which agents change states 

are generated sequentially. At each of these moments, 

agents interact according to their rules and the result of 

DC power flow calculation. Since there are multiple time 

parameters involved in the agent behavior (e.g. 

∆tS, ∆tC,  ∆tR), extra random time points would be added 

with specific actions of agents taking place.  

For each year, histories of load curtailments are recorded 

to calculate reliability index Expected Energy not 

Supplied (EENS). By means of 100 times repetition, a 

large volume of statistical data could be derived and 

general patterns regarding system reliability could be 

observed. EENS is calculated using Equation (3) where 

𝑁𝐶  is the number of load curtailments during the entire 

simulation, 𝐶𝑖, 𝐷𝑖  are the amount of 𝑖 th load curtailment 

and its duration respectively, 𝑁 represents the number of 

simulation years repeated. 

𝐸𝐸𝑁𝑆 =
1

𝑁
∑ 𝐶𝑖𝐷𝑖

𝑁𝐶

𝑖=1
 (3) 

 

Experiments and results 

Each of case studies contains three vulnerability 

scenarios: (1) only components in power system sectors 

have stochastic failures; (2) only components in SCADA 

system have stochastic failures; (3) all types of stochastic 

failures are taken into account. According to time-related 

processes that result in load curtailments, EENS are 

further categorized by the cause, i.e. (1) generation 

inadequacy in overall system; (2) islanding due to 

transmission line outages; (3) partial load shedding that 

solves line overloads. The variable, response time of 

human operators  ∆tR , is 15 minutes, 5 minutes and 

infinite in Case 1, 2 and 3.  

Illustrative results are shown in Figure 3. It can be seen 

that in all cases, the EENS is larger when both, the failure 

of the EPS and the ICT are considered together than the 

sum of the two taken separately and that EENS in ICT 

only scenario is significantly smaller in comparison to 

EEPS only scenario or combination of the two. This 

indicates that, the vulnerability of ICT devices could 

enlarge affected area of cascading failures or increase the 

duration only when there are faults in power system. 

Secondly, EENS caused by generation inadequacy 

increases considerably in EPS + ICT scenarios and in 

case of ICT failure only circumstance generation 

inadequacy accounts for most of EENS. Last but not the 

least, EENS in case 1 with 15-minute response time 

reduces over 50% of the EENS in no response case while 

the in case 2 with 5-minute response reduction increase to 

75%. This means that shorter response time of corrective 

actions against transmission line overloads largely 

increases reliability of the EPS.  

CONCLUSIONS 

Widespread application of ICT brings new risk in EPS 

and there is a need to investigate interdependences 

between two systems. By using hybrid method that 

combines ABM and sequential MC simulation, a 

simulation-based model that consists of power system, 

SCADA system and human operators is developed in 

DIgSILENT environment. Stochastic failures of hardware 

components, event-driven operation schemes and 

complex hierarchies of SCADA system are all 

incorporated while vulnerable impacts of ICT devices on 

decision quality of human operators are highlighted.    

The results demonstrate that vulnerability of SCADA 

 
Figure 3  EENS categorized by three different causes (i.e. generation inadequacy, islanding and partial load shedding) in 

three different vulnerability scenarios (i.e. EPS only, ICT only, EPS and ICT together)  
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system could influence the duration of blackouts and the 

size of the area affected and that it particularly 

contributes to increase of generation inadequacy. Besides, 

shorter response time leads to reduction of total EENS 

but increases percentage of partial load shedding which is 

one of the corrective actions for transmission line 

overload. 
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