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ABSTRACT 

With the continuous development of information 

technology, more and more enterprises are accelerating 

the transition from traditional offline services to internet 

online service models. Deploying an enterprise cloud 

platform or deploying an information system on the cloud 

is an important component of this shift. 

At the same time, what needs to be considered is how to do 

the security protection of the cloud platform. How to avoid 

security problems when improving enterprise service 

quality service and strengthening enterprise operation 

efficiency. 

This article conducts research from the following aspects, 

including application protection, data security, host 

protection, network attack protection, personal terminal 

protection, safeguard server room, and protection of the 

cloud platform itself. In addition, there will be some 

suggestions for security risk pre-control. 

INTRODUCTION 

At present, the internal and external services of enterprises 
often rely on the use of various information systems. For 
example, the collaborative office system and enterprise 
resource planning (ERP) system used internally; the online 
business system and the electricity market trading system 
for external services. The variety of systems and the 
different connection methods of each system pose great 
challenges for efficient operation and maintenance. 
Establishing an enterprise cloud platform and deploying  
information systems on the cloud platform facilitates 
enterprise resource sharing and service integration. This 
further makes information system management more 
convenient, and ultimately improves the overall operation 
and maintenance efficiency. 
However, the development of the cloud platform puts 
forward new requirements for network stability and 
reliability, production service coupling, network security 
isolation, and network performance capacity. This requires 
a comprehensive re-evaluation of the security protection of 
the cloud platform. After research，its security protection 
involves application, data loss, host, network attack , 
personal terminal, server room, and the cloud platform 
itself. 

CLOUD PLATFORM SECURITY 

PROTECTION 

The aspects involved in enterprise cloud platform security 

protection are shown in Figure 1 below. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 Schematic diagram of cloud platform security 

issues 

Safeguard application security 

Application security mainly involves intranet server 
applications, external web server applications and external 
network mobile service applications. Safety protection 
ensures the availability of system applications. The 
protection strategy that need to be done are shown in Table 
1 below. 
Table 1 Application security protection strategy 

Safety 
requirements of 
application 
security 

Security protection strategy 

Component 
protection 

Strictly restrict access to cloud-
related application components to 
minimize their permissions. 

Authority 
management 

App-enabled permissions should 
correspond to features, and no extra 
permissions are allowed. 

Simulator 
checking 

The application should not run in 
the simulator. Sensitive operations 
should be masked if they must be 
run. 

Debugging 
function security 

Turn off application debugging and 
disable viewing of debug logs. 

Input and output 
management 

Analyze the sensitive data existing 
in the application, encrypt or 
convert the non-sensitive data into 
the same semantics for the type of 
data, and desensitize the display 
when processing the data. 

Enterprise cloud platform 

security protection 

Application 

security 

Data loss 

Host security 

Network attack 

Personal terminal 

security 

Server room security 

Cloud platform itself 
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Security 
monitoring 

The mobile app should install a 
security monitoring module that 
monitors malicious attacks during 
runtime and timely discovers 
malicious attacks against mobile 
apps. 

Safeguard data security 

Data interaction exists between the internal network side, 

the external network side, and the internet. Prevent data 

loss and tampering by analyzing multiple types of data and 

implementing targeted security measures. The specific 

targeted data security protection strategy is shown in Table 

2 below. 

Table 2 data security protection strategy 

Type of data Security strategy 

Web program data Deploy tamper-proof systems 

to protect the integrity of web 

application storage. 

Back up your web application 

package and store it. 

Configure a tamper-proof 

policy to ensure high 

availability when the web 

application is running. 

Database connection 

configuration 

information 

The password in the database 

connection configuration file 

is encrypted and stored based 

on a specific algorithm using 

an encryption and decryption 

tool. 

Back up the database 

connection configuration file. 

Account information, 

role information, 

access resources, 

rights configuration 

data, business 

application 

configuration data, 

log data 

Stored only on the server side; 

prohibited in other areas of the 

server and client storage. 

The database is deployed on 

the internal network. 

Prevent unauthorized 

modification by role 

permission control. 

The information internal 

network and the information 

external network use the 

HTTPS protocol to perform 

initialization verification and 

establish a secure channel by 

using the RSA algorithm. 

Encryption is performed on the 

user account data using a 

specific symmetric algorithm 

to ensure transmission 

confidentiality. 

A specific hash algorithm is 

used to generate a digest for 

the user account data to verify 

the transmission integrity. 

Digital certificate, 

public key 

The digital certificate of the 

server and the backup of the 

public key are the same as the 

service application 

configuration data. 

Electronic signature by the CA 

organization to ensure the 

integrity of the data. 

Password Stored only on the server side; 

prohibited in other areas of the 

server and client storage. 

 

The database is deployed on 

the internal network. 

The password is generated by 

a specific algorithm and stored 

in non-clear text, and then 

verified to ensure password 

storage integrity. 

Private key The storage security of the PIN 

code is protected by the UKey 

hardware security mechanism. 

 

The storage confidentiality of 

the private key is protected by 

a PIN code. 

The backup file of the server 

private key is encrypted and 

stored on the usb flash drive 

and placed in the safe. 

Important or sensitive 

data 

Deploy security devices to 

prevent unauthorized access to 

data. 

Deploy data access monitoring 

devices to record access to 

important or sensitive data. 

The business department 

securely grades the data, 

determines the data security 

level, authorized access rights, 

and retention period. 

According to the data security 

rating, the operation and 

maintenance department 

formulates corresponding 

access control criterion. The 

criterion includes approval, 

usage rights, and scope of use, 

to carry out targeted security 

control. 

Application data Develop a data backup 

strategy and conduct regular 

full-time, incremental, and 

other data backup. 
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Regularly check the backup 

files (not less than 30%) to 

verify the recovery integrity of 

the backup data. 

Regularly organize data 

emergency recovery drills. 

Safeguard host security 

Host devices in the cloud platform are at risk of virus 

infection and malicious attacks. The focus of security 

protection is to block the spread of virus Trojans, prevent 

the use of high-risk vulnerabilities, prevent personnel from 

mishandling, limit user privileges, detect security and 

health status, monitor resource consumption, and audit 

security incidents. The specific security protection strategy 

is shown in Table 3 below. 

Table 3 Host security protection strategy 

Safety 

requirements 

Security protection strategy 

Identification The operating system and database 

management users use two or more 

combination authentication 

technologies for identity 

authentication. 

Use a digital certificate issued by the 

CA system. 

Access control Set sensitive tags for important 

information resources, and control 

user actions on tag information 

according to security policies. 

security audit Analyze based on recorded data 

through the operating system, 

database functions, or third-party 

tools, and generate audit reports. 

Protect the audit process from 

unintended disruptions. 

Intrusion 

prevention 

Important servers use a secure and 

controllable operating system. 

Detects the intrusion of important 

servers. Record the source IP of the 

intrusion, the type of attack, the 

purpose of the attack, the time of the 

attack, and provide an alert in the 

event of a serious intrusion. 

Back up important configuration files 

on the host and periodically use file 

check tools or scripts to detect their 

integrity and recover with backup 

files. 

Malicious 

code 

prevention 

Differentiate between host anti-

malware code devices and network 

anti-malware code devices, and 

update malicious code bases in time. 

Resource 

control 

Use the network management system 

or other methods to monitor the usage 

of resources such as CPU, hard disk, 

memory, and network of important 

servers. Alarm when the system 

service level drops to a predetermined 

minimum level. 

Safeguard network security 

The protection of network security can be roughly divided 

into two parts: network channel and network boundary. 

The security protection  strategy of the network channel is 

shown in Table 4 below. 

Table 4 Network channel security protection strategy 

Network 

channel 

Security protection strategy 

Internet 

channel 

Initial authentication and encrypted 

communication channels are provided 

using the HTTPS protocol. 

Wireless 

public 

network 

channel 

The terminal identity authentication and 

access control are performed by using 

the terminal device certificate-based 

signature verification method to prevent 

illegal terminal access. 

For network boundary security protection, it mainly 

involves two parts: the internet boundary, the information 

internal network and the external network boundary. 

The security protection  strategy of the network boundary 

is shown in Table 5 below. 

Table 5 Network boundary security protection strategy 

Safety 

requirements 

of network 

boundary 

Security protection strategy 

Network 

access control 

(Internet 

boundary) 

Deploy a firewall to implement access 

control for the boundary. 

Related services should deploy an 

external network security interaction 

platform to make customized 

development, integration and testing 

of systems or applications. 

Enable network access control based 

on individual users. 

Enable port-based network access 

control. 

To access the network by dial-up or 

VPN, two or more authentication 

methods must be adopted to strictly 

limit the user access rights and the 

number of users. 

Filter the information content to 

implement command level control for 

the application layer HTTP, FTP, 

TELNET, SMTP, POP3 protocols. 

Terminate an idle session or terminate 

a network connection after the session 

ends. 

Limit the maximum number of 

network traffic and network 

connections. 



 25th International Conference on Electricity Distribution Madrid, 3-6 June 2019 
 

Paper n°   0078 

 
 

CIRED 2019  4/4 

Security audit 

(Internet 

boundary) 

Log the network device's running 

status, network traffic, and user 

behavior. Record information 

includes: date and time of the event, 

user, event type, event status. 

Generate audit reports and audit 

analysis. 

Log records are stored for at least six 

months. 

Centrally manage and protect audit 

records from unintended deletions, 

modifications, or overrides. 

Network 

intrusion 

prevention 

(Internet 

boundary) 

Deploy an intrusion detection system 

and configure an intrusion detection 

policy.  

Monitor and record network attack 

behavior through mirrored switch 

boundary traffic and alert or block 

critical intrusion events. 

The information system for externally 

publishing services shall deploy 

tamper-proof measures on the website 

to prevent unauthorized changes to 

the system pages. 

Malicious 

code 

prevention 

(Internet 

boundary) 

Deploy anti-virus gateways and 

periodically upgrade the malicious 

code signature database. 

Strong logic 

isolation 

(Information 

internal 

network and 

the external 

network 

boundary) 

Deploy the information security 

network isolation device and enable 

related policies. Do custom 

development and simulation testing. 

Configure an external network 

service access policy. 

Safeguard personal terminal security  

The personal work terminal is monitored by the desktop 

terminal management software. Realize the unified 

security protection and management of work computers in 

the internal network and external network of the enterprise. 

It requires all kinds of terminal equipment to install anti-

virus software, regularly update the virus signature 

database, and scan the uploaded files for malicious code. 

Safeguard the server room 

Formulate server room management regulations, and 

strictly supervise the behavior of personnel in the server 

room to effectively supervise personnel and equipment 

entering and leaving the server room. 

The server room is divided into areas, and physical 

isolation devices should be provided between the areas. 

Safeguard the security of the cloud platform itself 

The security protection mainly includes vulnerability 

security assessment, cloud web security protection, cloud 

operation and maintenance audit, cloud host security 

protection. 

Vulnerability security assessment 

The vulnerability security assessment of the cloud 

platform is mainly carried out through the weak password, 

port and service detection functions of the vulnerability 

scanning component.The assessment mainly involves web 

applications, databases, baseline verification, operating 

systems, software security vulnerabilities and compliance. 

Cloud web security protection 

Deploying the cloud web application firewall to protect 

against Web threats such as SQL injection, XSS, CSRF, 

brute force, Web Shell, reptile attack, and scanning attacks. 

Configure an application layer traffic cleaning defense 

policy for DDoos attacks. 

Cloud operation and maintenance audit 

By deploying the operation and maintenance audit system, 

access rights to windows servers, linux servers, switches, 

network devices, security devices, and databases can be 

controlled. And configure access control based on IP 

address, account, and command level to prevent 

unauthorized operation. 

Cloud host security protection 

Use firewall local authentication and user level access 

control. Manage and control packets between different 

security domains. Ensure the confidentiality of 

information resources through identity control and 

authorization management. Install anti-malware code 

software and keep up-to-date anti-malware software 

versions and malicious code libraries. Proactively protect 

and monitor key locations of cloud hosts. 

CONCLUSION 

Doing application security protection, data security 

protection, securing host security, network security 

protection, securing personal terminals, securing server 

rooms, and protecting the security of cloud platform itself 

are important measures to ensure that the enterprise cloud 

platform runs smoothly, safely and reliably. 

In addition, there are still some methods that can enhance 

security risk pre-control, such as regular investigation and 

combing of security risks, exercises for sudden security 

incidents, continuous exploitation of vulnerabilities and 

risk penetration testing, and personnel safety awareness 

training. 
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