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ABSTRACT 

Since beginning of electricity, testing of electrical 
devices, as relays, was an exclusive matter of electrical 
engineers, who designed devices and instruments to 
emulate or try to replicate the behaviour of the electrical 
network. 
 
 As majority of devices were a small replica of the main 
network components (generators, inductances, 
resistances, capacitances, etc.), test equipment utilized 
those components together with basic instrumentation as 
needle voltmeters and ammeters. As it is impossible to 
visualize the physical phenomena (electrons circulating), 
in the mind of those old engineers it was create a belief of 
the phenomena by manipulating rheostats and dials and 
visualizing the movement of needles in the 
instrumentation. 
 
As technology evolves, and relays and other instruments 
become digital, but still electrical in sensing; it appears 
more sophisticated test equipment (digital also), where 
the internal process start visualizing a screen where 
engineers write numbers that represents magnitudes in 
amperes, volts, hertz, etc. and proceed to enable the 
machine to “inject” the corresponding value into the 
device under test. Inside the test machine, the value 
written is digitalized, converted to electrical signals and 
sent to the device, but again, engineer cannot see all 
process and he believes that what is happening in the test 
machine and in the device under test is true (otherwise it 
makes no sense all what he is doing). 
 
 As IEC 61850 is being implemented in areas before 
dominated exclusively by electricity, the need of signals, 
now optical and digital to do testing has been increased 
exponentially and the process on how the testing must be 
done. With new devices, where the communication 
aspects become crucial, testing procedure approaches 
more and more with the one used to test software than 
hardware and now electrical engineers faced a dilemma: 

How confident we feel in the fact that new process is 
giving us the expected results? 
 
The paper describes how the testing process was done in 
past, how it has evolved, how it is done today and how we 
forecast that it will be done in future, analysing the 
impact in our minds and believes. 

INTRODUCTION 

The invention of the first induction disk relay in 1910 
marks the beginning of electrical relay protection. The 
components of electromechanical relays are typically 
induction disks or cylinders turning on jewel bearings, 
using resistors, inductors and capacitors to define 
operating characteristics, and using springs and levers to 
define operating times. These relays involve moving 
parts, by movement caused by electromagnetic forces and 
torques proportional to the RMS values of the input 
signal.  

In 1955, introduction of the solid-state (or static) relay 
used electronic to mimic characteristic of 
electromechanical relays. Functionality remaining very 
similar, but certain technical and reliability issues 
persisted. 

The introduction of the digital relay in 1982 signified a 
technological leap forward in protection. Composed by a 
microprocessor analog data acquisition, relay algorithms 
stored in memory, contact inputs, and contact outputs, the 
digital (also called numerical) relays provide greater 
application flexibility and is a replacement for most 
electromechanical relays. Having no moving parts, digital 
relays, unlike electromechanical relays, do not solely on 
the RMS values of the measured signal. As such, digital 
relays can resolve fundamental frequencies and 
harmonics. 

Digital relays allow a variety of protection schemes to be 
applied with minimal additional cost and can be changed 
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relatively easy. Continued advancements have led to the 
powerful multi-function and multi-processor relays of 
today, allowing for the inclusion of inherent diagnosis 
capabilities. By analysing event records, waveforms, and 
trending data recorded, the digital relays not only offer 
protection, but aids in understanding the nature of 
recorded disturbances. Unlike previous technologies 
digital relays self-diagnosis features provide a mechanism 
to monitor internal conditions and the health of the relay. 

The shift from the use of static or electromechanical 
relays to digital requires changes to some previously 
established procedures and maintenance practices. Use of 
digital relays self-testing features reduce the need of 
certain testing procedures as calibration, which can 
reduce the time requirements, expense, and frequency of 
full maintenance testing. 

Whether electromechanical or digital, the objectives of 
testing are the same: verify AC inputs reading are correct, 
verify the relay operates properly, and verify that 
protection schemes function as designed. 

Periodic calibration and calibration testing are not 
required by digital relays to the extent that it is with 
electromechanical relays. Digital relay characteristics do 
not change with time and internal self-tests that monitor 
the accuracy calculation can detect calibration drift. In-
service tests are performed with the relay operating and 
protecting the system. An in-service test to verify 
calibration is to compare relay values with those of 
another calibrated meter reading the same values. A spot 
check to verify the relay meter reading can be done 
during routine walkabouts. Retrieval, analysis and 
comparison of the event records from a system fault or 
other disturbance, against a base condition are other in-
service methods to verifying calibration and relay 
operativity. 

The self-testing programmed within digital relays is a 
way for continuous testing and monitoring. Self-testing 
refers to the automatic self-test diagnosis checks to 
ensure device integrity: Digital relays self-check 
approximately 85-90% of the hardware, performs 
CRC/check-sum verification on non-volatile memory, 
and perform background checks on processor 
functionality. Any failures detected are immediately 
communicated to the user as an alarm so that remedial 
action can be taken. Note that output contacts are not 
verified through the self-test diagnosis, and therefore 
must be included in a periodic test plan. 

WHAT IS TESTING? 

Testing is the process of evaluating a system or its 
components with the intent to find whether it satisfies the 
specified requirements or not. In simple words, testing is 
executing a system to identify any gaps, errors, or 

missing requirements in contrary to the actual 
requirements [2]. 
 
Verification & Validation 
 
These two terms are very confusing for most people, who 
use them interchangeably. The following table highlights 
the differences between verification and validation. 
 

Verification  Validation 

Verification addresses the 
concern: "Are you building 
it right?" 

Validation addresses the 
concern: "Are you building the 
right thing?" 

Ensures that the system 
meets all the functionality. 

Ensures that the functionalities 
meet the intended behavior. 

Verification takes place 
first and includes the 
checking for 
documentation, code, etc. 

Validation occurs after 
verification and mainly 
involves the checking of the 
overall product. 

Done by developers.  Done by testers and users. 

It has static activities, as it 
includes collecting reviews, 
walkthroughs, and 
inspections to verify the 
develop. 

It has dynamic activities, as it 
includes executing the develop 
against the requirements. 

It is an objective process 
and no subjective decision 
should be needed to verify 
the develop. 

It is a subjective process and 
involves subjective decisions 
on how well the system works. 

 
TESTING DURING ELECTROMECHANICAL 
RELAYS ERA 
 
Testing electromechanical relays involves the following 
steps 
 Relay’s inspection for loose screws, friction in 

moving parts, iron fillings between induction and 
permanent discs and permanent magnets, and any 
evidence of damage of the relay 

 Apply correct settings and verify it. 
 Pickup tests: measure the point where contacts just 

close for a parameter. 
 Timing test: measure the time to close contacts at a 

multiple of pickup applied to the relay. 
 Instantaneous test: if used, measures the point where 

instantaneous contacts close with no time delay. 
 Test of target and seal-in unit: if used, target 

indicates the relay has operated and seal in contact 
hold contact closed until breaker trips. 

 Test of Tripping circuit. 
 
The most important “test equipment” is pride, for it is 
through “pride in workmanship” that any preventive 
maintenance program achieves its goal of maximum 
reliability at minimum cost [4]. 
 
In these days, as the equipment used for testing was 
composed by combination of transformers, reactors, 
resistors and capacitors to provide voltage and current 
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signals to produce the corresponding electromagnetic 
actions between the relay´s components, the elements to 
visualize signals were amperemeters and voltmeters, 
sometimes all integrated in a single box where engineers 
aided by potentiometers changed parameters or resistors 
and inductance to provide the voltage and current needed 
to test the relay. Engineers never seen electrons, but 
visualizing instrumentation, they put in their minds the 
impression they were “observing” current and voltage, 
associating them with value indicated by a needle on the 
instrumentation. 

 
 
Figure 1. Test equipment used during the early 
electromechanical era. 
 

TESTING IN THE DIGITAL ERA UP TODAY 
As relays evolved to digital, there were no substantial 
changes in testing devices and process at the beginning. 
In fact, the test procedures are the same as for 
electromechanical relays, simulate the fault conditions by 
means of injecting an analog value to protection relay. 
The testing devices has changed but there is also an 
electrical connection to protection relays measurement 
devices, a connection that still gives the impression of 
“observing” the current and voltages magnitudes. 

 
Figure 2. Actual analog test equipment. 
 
 
TESTING IN DIGITAL SUBSTATIONS 
 
IEC 61850 ED1 gives the following testing aids 
 
 The possibility to put a function or a functional 

element (logical nodes or logical devices) in a 
test mode. 

 The possibility to characterize a GOOSE message as 
a message being sent for test purpose. 

 The possibility to characterize a service of the 
control model as being sent for test purpose. 

 The possibility to flag any value sent from a server in 
the quality as a value for test purpose 

 
IEC 61850 ED2 has been improved. Besides, more 
detailed specifications on how to use the existing 
features, additional features have been added. 

 
 Clarification of test modes and monitoring of signals 

under test. 
 Simulation bit of GOOSE messages or sampled 

value messages. 
 Changes on LN or LD from improved system 

modelling. Also new LN for testing and supervision 
purposes. 

 Mirroring of control information. This supports the 
possibility, to test and measure the performance of a 
control operation while the device is connected to the 
system. 

 
Combining the mechanisms described in the previous 
sections, it is possible to test a device that is connected to 
the system. 
 
The more commonly used testing methods:  
 Functional element testing  
 Integration testing  
 Function testing  
 System testing  
 
The knowledge of the internal behavior of the test object 
or more specifically the logic or algorithms implemented 
determine how the tests are being executed. The next 
table is applied for the most commonly used test methods 
for software testing [2]. 
 

Black-Box 
Testing  Grey-Box Testing 

 White-Box 
Testing 

The internal 
workings of an 
application not 
need to be 
known. 

The tester has limited 
knowledge of the 
internal workings of 
the application. 

Tester has full 
knowledge of the 
internal workings 
of the application. 

Performed by 
end-users and 
also by testers 
and developers. 

Performed by end-
users and also by 
testers and 
developers. 

Normally done by 
testers and 
developers. 

Testing is based 
on external 
expectations - 
Internal behavior 
of the 
application is 
unknown. 

Testing is done on the 
basis of high-level 
database diagrams 
and data flow 
diagrams. 

Internal workings 
are fully known, 
and the tester can 
design test data 
accordingly. 

*Not suited for 
algorithm 
testing. 

*Not suited for 
algorithm testing. 

*Suited for 
algorithm testing. 

It is exhaustive 
and the least 
time-consuming. 

Partly time-consuming 
and exhaustive. 

The most 
exhaustive and 
time-consuming 
type of testing. 

This can only be 
done by trial 
and-error 
method. 

Data domains and 
internal boundaries 
can be tested, if 
known. 

Data domains and 
internal 
boundaries can be 
better tested. 

(*) Only used in software testing. Not applicable for IEC 
61850 testing. 
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In IEC 61850 based systems white box testing is easy to 
achieve based on the subscription to its messages whose 
data sets contain data attributes representing the status of 
all function elements that are used in the implementation 
of the tested function [3]. 
 
The testing engineers need to adapt their minds to this 
new situation, where the physical connections to devices 
on test is only the communication ports and there are no 
more analog indicators to visualize the testing 
parameters. 
 
EXAMPLES OF TEST PROCESS IN A 
SUBSTATION 
 
Red Electrica de España (REE) example 
 
For years Red Eléctrica has been involved in the 
development of the IEC 61850 standard, with the aim of 
establishing an alternative to the traditional design of 
substations. 
 
Making this purpose a reality, it has been selected a 400 
kV Reactance feeder in Rocamora SE with breaker and a 
half topology. Being the first installation of this kind 
connected to Spanish transmission grid, on which the first 
preventive maintenance works have been developed. 
 
The system architecture follows the purpose of two 
redundant and totally independent systems fully 
exploiting IEC 61850 capabilities. 
 

 
Figure 3. Station Bus at Rocamora SE 
 
 Replacing conventional wiring with Station and 

Process bus. 
 Redundant control systems are available in levels 1 

& 2. Check Figure 3. 
 Replacing bay control unit and relocating its 

functionality in other IEDs. 
 Next to high voltage switchgear is installed a 

Switchgear Control Unit, constituted by control and 
command box CCM, for its Spanish initials, 
containing two control equipment ICM. These 
devices will be an interface between electrical 
signals and IEC 61850 messages coming from 
control and protection IEDs.  

 From the CCM box to the protection and control 
equipment, communication is done through local 
area network (Process bus IEC 61850). 

 The protection equipment is grouped in two cubicles, 
one for primary protections (A) and another one for 
secondary protections (B), reducing by this way the 
total amount of cubicles. 

 
It has been developed an exhaustive analysis to identify 
the new maintenance procedures and criteria to achieve 
the maximum performance that IEC 61850 can give to 
maintain this kind of installation.  
 
Also, it has been a challenge inside REE maintenance 
organization because technological areas like 
Telecommunications, Control Systems and Protection 
Systems, previously acting in independent way, are now a 
maintenance team under IEC 61850. 
   
Once defined these criteria, the next milestone was 
focused on creation of a comprehensive automated 
system test that involves all equipment at the same time 
as a global system, combining the execution and 
automatic validation of protection and control system 
simultaneously.  
 
Test mode functionality, included in the standard, allows 
to develop maintenance works in a totally transparent 
way, allowing to isolate the system and avoiding massive 
and unnecessary signalling to the control centre. The data 
models of every IED in system has been used with the 
purpose of building a complete testing and validation 
procedures of each system functionality. 
 
A security requirement has been included to avoid 
unexpected trips. The test procedures will not start if any 
IED under test is not flagged as test mode.  Alike, if any 
permanent trip is detected, the IED will not be returned to 
normal mode. 
 
Additionally, a simulation GOOSE has been included 
from test equipment, by Function Block Sellinput, the 
switchgear topological information is provided as 
maintenance engineer or test requires. Also, a logic has 
been included in ICMs enabling reset of lockout relay at 
each satisfactory test ending. 
 
This new tests has allowed to minimize the maintenance 
execution time and homogenize the test procedures, by 
this way, the preventive maintance works have a better 
performance and the outage times has been reduced 
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significantly. 
 
The outcome achieved has been a success, collecting in 
the automated test approximately 90% of total 
maintenance activities carried out. 
 
Statnett Example [5] 
 
Statnett started the R&D pilot project to investigate the 
use of IEC 61850 9-2 process bus, Edition 2, in a Digital 
Substation Automation and Protection System (DSAS). 
Statnett wanted to become more familiar with the 
technology and investigate what benefits this technique 
offered for future substation projects.  
 
The approach in the Digital Substation pilot was to 
combine many functions in a restricted number of IEDs. 
With reference to Fig. 4, the Protection and Control Unit 
(PCUx) is configured with both the Bay Control Unit 
(BCU) and the protection functionality for two separate 
300 kV lines. The traditional protection was split into 
several parts; SAMU/MU, PRP network, switches, PCU 
and SCU, and the functional testing needed to include the 
whole system. Three different vendors delivered the PCU 
and White box testing was used during workshop 
between different vendors of PCU for interoperability 
purpose. 

 
Fig 4. DSAS Topology 
 
Special software tools were needed to sniff on the process 
bus to see GOOSE signals and SV streams, and generally 
to check what happens in the system.  It was important 
for the test person to become familiar with the use of 
several programs.  In this project Wireshark, IED scout, 
and SV scout were extensively used, in addition to 
vendor specific tools.  
 
A useful feature is the Sample Value simulation mode. If 
this is implemented in all PCUs, simulated SV streams 
could be injected on the process bus and only the PCU 
with Sim= TRUE would react to the simulated streams, 
whereas remaining PCUs would process the real SV 
streams. There would be no changes to the network 

required for testing, and in theory testing could be done 
from remote.  
 
The end user should take great care in defining the IED 
functionality to ensure vendor interoperability. This 
would require utility and vendors to work closely 
together.  
 
CONCLUSIONS 
 
IEC 61850 tests gave the opportunity to verify 
simultaneously the behaviour, actuation times and 
internal processing times of protection devices to 
switchgear and to control system. But engineers need to 
adapt their minds to this new reality where the 
predominat concept is based on software test. 
 
The test process began with a multidisciplinar group 
creation in which all the technological areas involved 
gives their vision in order to evolve the current 
maintenance model based on the discrete equipment test, 
in an integral maintenance system tests, establishing a 
general criteria  maintenance under the IEC 61850 
standard. 
 
It is considered necessary to validate the solutions in 
laboratory models and pilot projects that serve both to 
consolidate and refine the proposals and to facilitate the 
management of technological change (impact on design, 
engineering, construction, maintenance, etc.) 
 
It has been demonstrated that IEC 61850 gives an 
opportunity of centralized information management and 
improves the efficiency of maintenance activities, 
enabling maintenance strategies based upon equipment 
status and it will increase the availability and reliability 
installation rates. 
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